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The information contained in this document represents the current view held Tp
by OMTP Limited on the issues discussed as of the date of publication. ECI?BE"_NE
This document is provided fias i S0 Wi teDarrdmw

warranty of merchantability, non-infringement, or fithess for any particular
purpose. All liability (including liability for infringement of any property rights)
relating to the use of information in this document is disclaimed. No license,
express or implied, to any intellectual property rights are granted herein.

This document is distributed for informational purposes only and is subject to
change without notice. Readers should not design products based solely on
this document.

Each Open Mobile Terminal Platform member and participant has agreed to
use reasonable endeavours to inform the Open Mobile Terminal Platform in a
timely manner of Essential IPR as it becomes aware that the Essential IPR is
related to the prepared or published specification. The declared Essential IPR
is publicly available to members and participants of the Open Mobile Terminal

Pl atform and may be found on the AOMTP | PR

Members Access Area.

The Open Mobile Terminal Platform has not conducted an independent IPR
review of this document and the information contained herein, and makes no
representations or warranties regarding third party IPR, including without
limitation patents, copyrights or trade secret rights. This document may
contain inventions for which you must obtain licenses from third parties before
making, using or selling the inventions.

Defined terms and applicable rules above are set forth in the Schedule to the
Open Mobile Terminal Platform Member and Participation Annex Form.

© 2009 Open Mobile Terminal Platform Limited. All rights reserved. No part of
this document may be reproduced or transmitted in any form or by any means

without prior written permission from OMTP Limited. AOMTPO is a regi:!

trademark. Other product or company names mentioned herein may be the
trademarks of their respective owners.
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1 INTRODUCTION

1.1 DOCUMENT PURPOSE

Background

Today 6s dTevnenalsand nobile platform implementations results in
manual testing across the ecosystem of manufacturers, operators and
software developers which in turn drives up costs and time efforts. The market
offers testing solutions (for example, Mercury), however all are limited to
certain execution environments.

Today, there are no existing standards available that enable consistent
automated testing of keyboard input, capturing screenshots, screenshot
checksum validation or other Terminal diagnostics such as memory status
across platforms.

Approach

Several methods will be discussed as illustrated below to provide a
harmonised interface for Terminal testing.

Figure 1. Approach for Harmonised Test Interface
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Deliverable

The OMTP Mobile Terminal Testing project will deliver a set of functional
Terminal requirements, interfaces and recommendations that are essential for
mobile Terminal (Applications and Services) end-to-end test automation using
a wired link. Wireless connections, datacards and modems are out of the
scope of this document.

1.2 BUSINESS RATIONALE

Mobile Terminal testing is an important element in the mobile service delivery
value chain. However, the diversity of Terminals and mobile platforms
implementations results in manual testing across the ecosystem of
manufacturers, operators and software developers. Issues which are faced
include:

- The difficulty of replicating Terminal defects reliably

- The inability to accurately perform regression, comparison or
benchmark testing between Terminals, warranty period simulation
testing, or end-to-end service testing

- The possibility that a defect reaches the end-user ending up with costly
returns or poor service take-up

- The cost in resources and time needed for manual testing, with multiple
languages and variations

Today the mobile industry faces a fragmented and sometimes absent
approach to test automation. This effectively limits the number of Terminals,
services and applications that can be launched. Increasing the amount of
manual testing that needs to be done before Terminals, services and
applications are in service and with the cost and resource constraints. The
situation is not likely to change as the number of Terminals, variations and the
pace of development is constantly increasing.

Having a common set of APIs implemented across different execution
environments enable automated testing. However, controlled and secure
access would greatly limit manual testing efforts for both manufacturers and
operators.

1.3 INTENDED AUDIENCE

The audiences for this recommendation:

e Any party conducting functional testing with mobile Terminals
including Operators and Terminal vendors.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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Standards organisations taking the OMTP output as input for

oM
TP

deeper standardisation to facilitate automated and secure %EBE"_NE
testing across execution environments. TERMINAL
PLATFORM
e The recommendation will be available for request by operators
and delivered by Terminal manufacturers, platform and
application vendors. The final consistent testing interfaces can
then be used by all those parties (vendors, operators, GCF,
OMSI, etc.) conducting Terminal testing.
1.4 CONVENTIONS
The key wor ds AMUSTO, AMUST NOTO, A R
ASHALL NOTO, ASHOULDO, ASHOULD NOTO,
AMAYO, and AT doCumant are to be interpreted as

described in RFC2119 [1].

MUST: This word, or the terms "REQUIRED" or "SHALL", mean
that the definition is an absolute requirement of the specification.

MUST NOT: This phrase, or the phrase "SHALL NOT", mean
that the definition is an absolute prohibition of the specification.

SHOULD: This word, or the adjective "RECOMMENDED", mean
that there may exist valid reasons in particular circumstances to
ignore a particular item, but the full implications must be
understood and carefully weighed before choosing a different
course.

SHOULD NOT: This phrase, or the phrase "NOT
RECOMMENDED" mean that there may exist valid reasons in
particular circumstances when the particular behaviour is
acceptable or even useful, but the full implications should be
understood and the case carefully weighed before implementing
any behaviour described with this label.

MAY: This word, or the adjective "OPTIONAL", mean that an
item is truly optional. One vendor may choose to include the
item because a particular marketplace requires it or because the
vendor feels that it enhances the product while another vendor
may omit the same item. An implementation which does not
include a particular option MUST be prepared to interoperate
with another implementation which does include the option,
though perhaps with reduced functionality. In the same vein an
implementation which does include a particular option MUST be
prepared to interoperate with another implementation which
does not include the option (except, of course, for the feature the
option provides.)

The requirements within this document are uniquely identified using the
following format:

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
transmitted in any form or by any means without prior written permission from OMTP Limited.
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MTT-####(#.#)(a), where:

MTT is the acronym identifying the subject of this OMTP
document (Mobile Terminal Testing)

#HH is a 4 digit number that identifies the requirement (e.qg.
0020) and which is to be unique within the document.

(#.#) are numbers that indicate sub-requirements (e.g. 00020.1
& 00020.2 which would be sub-requirements of 00020 and
00020.1.1 & 00020.1.2 which would be sub-requirements of
00020.1)

(a) is one lower-case letter used to indicate a minor revision has
been made to the requirement definition.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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2 USE CASES

2.1 KEY OPERATOR USE CASES

211

2.1.2

2.1.3

The key operator use cases are listed below in priority order.

USkE CASE GROUPING 1T AUTOMATED TESTING PRESALES

Automated testing of Terminals before market launch via a test
application resident on a test computer.

The possible testing scope might cover:

e Application testing to verify the correct functionality of e.g.
browser, MMS, E-Mall,

e Stress and reliability testing,
e Detection of memory leaks,
e Performance measurements,
e Analysis of influence of external parameters (e.g. Network)
through good reproducible test scenarios.
Use CASE GROUPING 2 i AUTOMATED TESTING POST-SALES

Automated testing of Terminals post-sales (e.g. in-store customer
service scenarios) via a test application resident on a test computer, for
example by re-using the same interfaces that are used for diagnostics
purposes.

UsSkE CASE GROUPING 3T NETWORK MONITORING

Automated monitoring of network functionality by periodical usage and
an automated analysis of network functionality, performance and
stability should be enabled.

2.2 PossiBLE FUTURE OPERATOR USE CASES

221

222

The following use cases are out of scope of this document. They may
however be addressed in a future release of this document.

UsSe CASE GROUPING 1T REMOTE TESTING

Managing test sessions via a testing application installed on the
Terminal.

Use CASE GROUPING 21 DISABLED PEOPLE

An additional benefit of test control will be the ability of easier control of
the Terminal for disabled people. The Terminal can be connected to a
special computer for handicapped people which allows an external

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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control for the Terminal, for example using a Braille reader or large

zoom in case of refractive errors.
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3 GENERAL REQUIREMENTS

To enable end to end automated Terminal testing, this section outlines and
groups the underlying requirements as follows:

- General Terminal Requirements

- General Attention (AT) Commands

- Extension of AT Commands

- Abstracted Command Interface

- General Connectivity Requirements

- Security Requirements

- Navigation Aid Requirements

3.1 GENERAL TERMINAL REQUIREMENTS

REQ. ID

REQUIREMENT

MTT-0010

The functionality and system performance of the Terminal
MUST be identical if accessed through the test control
versus if a Terminal button is manually pressed, e.g. no
major additional delay by the Application Execution
Environment (AEE) in processing the command.

MTT-0020

The Terminal SHOULD support the test access to general
Terminal information that is also available to the user.

MTT-0030

The Terminal MAY support the tracing of networking IP
traffic. The output file should be in a standardised format,
e.g. LIBCAP (only broadcasts and information directly
addressed to the Terminals interface SHALL be capture.
Capturing in promiscuous mode SHALL not be allowed).

MTT-0040

The device SHOULD support the capture of the display as a
screenshot in a defined format (e.g. bitmap) such that it can
be re-used for further diagnostics.

MTT-0040.1

The performance of the Terminal SHOULD not be
influenced significantly when reading out the display.

MTT-0050

The Terminal MUST be rechargeable when connected to a
test computer using the cable connection (e.g. USB)
between the Terminal and the Test Computer or using a
parallel charger connectivity.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
transmitted in any form or by any means without prior written permission from OMTP Limited.
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REQ. ID

REQUIREMENT

MTT-0050.1

The chargers MUST provide enough current to supply the
Terminal under normal testing circumstances including all
commands that are specified in this document.

MTT-0060

The Terminal SHOULD provide programmatic access to
every physical key on the Terminal.

MTT-0070

The Terminal MUST support either the AT command
Interface (as described in chapter 3.2 and 3.3) or the HTI
interface (as described in chapter 3.4).

MTT-0070.1

If the Terminal only supports HTI, the manufacturer
SHOULD deliver a possibility to control the radio stack
through the test control.

MTT-0080

If the device supports HTI, the device manufacturer SHALL
enable access by network operators, test houses or other
authorised agencies to the HTI using a secure access
mechanism which SHALL prevent unintentional, accidental
and limit the threat of malicious access.

Note: The access method used shall be the choice of the
individual device manufacturer and may include, but shall
not be restricted to, specialised hardware dongles,
hardware adapters, activation/deactivation using authorised
key stroke entry, activation using a digitally signed client
software installation.

MTT-0080.1

There MUST be a physical interaction of the user on the
Terminal under test before the HTI can be utilised.

MTT-0080.2

If the Terminal supports HTI, the access to the HTI MUST
be possible with each (commercial) software.

MTT-0080.3

If the HTI access is controlled by software there SHOULD
be an initial user confirmation when enabling the HTI.

MTT-0080.4

The access to the HTI must not be affected by power-cycling
the phone.

MTT-0090

If the Terminal supports AT command interfaces and HTI
interface, it SHOULD be possible to use both in parallel.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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3.2 GENERAL AT COMMANDS

This section covers AT commands already specified in 3GPP [3] and [4],
especially those commands which are essential to enable Terminal testing
through an AT command interface, but defined as optional.

REQ. ID REQUIREMENT
ITU-T V.250 / 3GPP TS 27.007 Basic AT commands

MTT-0100 The Terminal MUST support the &F or Z command ([3],
Chapter 5.8).

MTT-0110 '5I'rée) Terminal MUST support the | command ([3], Chapter

MTT-0120 The Terminal MUST support the O command ([3], Chapter
6.25).

MTT-0130 The Terminal MUST support the A command ([3], Chapter
6.25).

MTT-0140 The Terminal MUST support the D command ([3], Chapter
6.25).

MTT-0150 The Terminal MUST support the H command ([3], Chapter
6.25).

MTT-0160 The Terminal MUST support the E command ([3], Chapter
6.2.4).

MTT-0170 The Terminal MUST support the SO command ([3], Chapter
6.25).

MTT-0180 The Terminal MUST support the FCLASS command ([3],
Annex C.2.1).
3GPP TS 27.007

MTT-0190 The Terminal MUST support the +CGMI command ([3],
Chapter 5.1).

MTT-0200 The Terminal MUST support the +CGMM command ([3],
Chapter 5.2).

MTT-0210 The Terminal MUST support the +CGMR command ([3],
Chapter 5.3).

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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REQ. ID REQUIREMENT

MTT-0220 The Terminal MUST support the +CGSN command ([3],
Chapter 5.4).

MTT-0230 The Terminal MUST support the +CIMI command ([3],
Chapter 5.6).

MTT-0240 The Terminal MUST support the +CHUP command ([3],
Chapter 6.5).

MTT-0250 The Terminal MUST support the +CBST command ([3],
Chapter 6.7).

MTT-0260 The Terminal MAY support the +CNUM command ([3],
Chapter 7.1).

MTT-0270 The Terminal MUST support the +COPS command ([3],
Chapter 7.3).

MTT-0280 The Terminal SHOULD support the +CLCC command ([3],
Chapter 7.18).

MTT-0290 The Terminal MAY support the +COPN command ([3],
Chapter 7.21).

MTT-0300 The Terminal MUST support the +CPAS command ([3],
Chapter 8.1).

MTT-0310 The Terminal MUST support the +CBC command ([3],
Chapter 8.4).

MTT-0320 The Terminal MUST support the +CSQ command ([3],
Chapter 8.5).

MTT-0330 The Terminal MUST support the +CMEC command ([3],
Chapter 8.6).
The Terminal MUST support the keypad options 0,1 & 2 in

MTT-0330.1 | {he CMEC command.
The Terminal MUST support the display options 0,1 & 2 in

MTT-0330.2 | {he CMEC command.

MTT-0330.3 The Terminal MUST support the indication options 0,1 & 2 in

the CMEC command.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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REQ. ID REQUIREMENT
i A Terminal controlled by a touchscreen MUST support the
MTT-0330.4 touch screen option 0,1 & 2 as specified in [3].
The Terminal MUST support the touch indication options 0,1
MTT-0330.5 & 2 in the CMEC command if the Terminal has touch-screen
functionality.
MTT-0340 The Terminal MUST support the +CKPD command ([3],
Chapter 8.7).
i The Terminal SHOULD support all physical keys mapping
MTT-0340.1 when using the CKPD command.
MTT-0340.2 The Ter mi nal MUST sibufe pthe CKPD |
command.
i The Terminal SHOULD support all proprietary keys using
MTT-0340.3 the 6: 6 option in the CKPD ¢
The Ter mi nal SHOULD support
MTT-0340.4 entering) in the CKPD command.
MTT-0350 The Terminal MAY support the +CDIS command ([3],
Chapter 8.8).
The Ter mi nal SHOULD support
MTT-0350.1 | cpis command.
MTT-0360 The Terminal MUST support the +CIND command ([3],
Chapter 8.9).
MTT-0360.1 The Tgrm_lnal SHOULD support the input status indication as
specified in [3].
MTT-0370 The Terminal MUST support the +CMER command ([3],
Chapter 8.10).
i The Terminal SHOULD support keyboard and event
MTT-0370.1 reporting in the CMER command.
MTT-0370.2 The Terminal MAY support display event reporting in the
CMER command.
The Terminal SHOULD support indication event reporting in
MTT-0370.3 | the CMER command.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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REQ. ID REQUIREMENT

i The Terminal SHOULD support touch screen indication
MTT-0370.4 reporting in the CMER command [3].

MTT-0370.5 The Terminal SHOULD support the CKEV event when the
' keyboard setting is 1 or 2 in the CMER command.

i The Terminal MAY support the CDEV event when the
MTT-0370.6 display setting is 1 or 2 in the CMER command.
MTT-0370.7 The Terminal SHOULD support the CIEV event when the

' indication setting is 1 or 2 in the CMER command.
MTT-0370.8 The Terminal SHOULD support the CTEV event when touch
' screen setting is 1 or 2 in the CMER command [3].
MTT-0380 The Terminal MUST support the +CPBS command ([3],
Chapter 8.11).
MTT-0390 The Terminal SHOULD support the +CPBR command ([3],
Chapter 8.12).
MTT-0400 The Terminal SHOULD support the +CPBW command ([3],
Chapter 8.13).
MTT-0410 The Terminal SHOULD support the +CCLK command ([3],
Chapter 8.9).
MTT-0420 The Terminal SHOULD support the +CLAN command ([3],
Chapter 8.30).

i The Terminal SHOULD support all installed languages
MTT-0420.1 through the +CLAN command.

MTT-0420.2 The supported Ian_guages MAY exceed the list specified in
the Terminal 6s documentati or

MTT-0420.3 The Terminal SHOULD support the +CLAE event ([3],
Chapter 8.31).

MTT-0430 The Terminal MUST support the +CMAR command ([3],
Chapter 8.36).

MTT-0440 The Terminal SHOULD support the +CLAC command ([3],
Chapter 8.37).

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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REQ. ID REQUIREMENT

MTT-0450 The Terminal MUST support the +CMEE command ([3],
Chapter 9.1).

MTT-0450.1 The Terminal SHOULD support the +CME event.

MTT-0450.2 The Terminal SHOULD support option 0,1 and 2 in the
CMEE command.

MTT-0460 The Terminal MUST support the +CBKLT command ([3],
Chapter 8.51).

MTT-0470 The Terminal MUST support the +CSCS command ([3],
Chapter 5.5).

MTT-0480 The Terminal MUST support the +CLCK command ([3],
Chapter 7.4).

MTT-0490 The Terminal SHOULD support the +CPWD command ([3],
Chapter 7.5).

MTT-0500 The Terminal MUST support the +CREG command ([3],
Chapter 7.2).

MTT-0510 The Terminal MUST support the +CPOL command ([3],
Chapter 7.19).

MTT-0520 The Terminal MUST support the +CFUN command ([3],
Chapter 8.2).

MTT-0530 The Terminal MAY support the +CPIN command ([3],
Chapter 8.3).
The +CPIN support is conditional assuming all password

MTT-0530.1 entry can be performed using the mandatory +CKPD
command.

MTT-0540 The Terminal SHOULD support the +CPBF command ([3],
Chapter 8.13).
The Terminal MUST support the +CGDCONT command

MTT-0550 | 3] Chapter 10.1.1).
The Terminal MUST support the +CGDSCONT command

MTT-0560 | 3] Chapter 10.1.2).
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REQ. ID REQUIREMENT

MTT-0570 'érr}]z;irrrriior}.all.é\;l.UST support the +CGTFT command ([3],
MTT-0580 ;Iig]e -lc-:i;rgitg?l%'__llc_);;.LD support the +CGQREQ command
MTT-0590 ;Iig]e Ei;rgiréilliﬁ1?5tj.LD support the +CGQMIN command
MTT-0600 ;Iig]e Ei;rgigillhgz%;lsupport the +CGEQREQ command
MTT-0610 ;Iig]e Ei;rgigﬁllhgz%;lsupport the +CGEQNEG command
MTT-0620 'cl':I;](Z1 therrT(;].?Ll.g;I.UST support the +CGATT command ([3],
MTT-0630 EE?;Z:?Q?LI.%)J.ST support the +CGCMOD command ([3],
MTT-0640 'él;](; I;:[((-:;rrrrluig.all. |1\/|2t)J.ST support the +CGDATA command ([3],
MTT-0650 EE?;E:??_?I.ML){ST support the +CGPADDR command ([3],
MTT-0660 ;Iig]e -l(-:iggitg?ll%ﬂlc_)lgl)__D support the +CGCLASS command
MTT-0670 'Cl;r;]ea;grrrrigzil.%L)J.ST support the +CGEREP command ([3],
MTT-0680 EEZ;E:?Q?_?;_ALL support the +CGREG command ([3],
MTT-0690 EEZ;@:?Q?I_;;,ALL support the +CGSMS command ([3],
MTT-0700 ‘éuzégrrrgigzl).l\/IUST support the +CSO command ([3],
MTT-0710 ‘éuzégrrrgigil).l\/IUST support the +CSS command ([3],
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REQ. ID REQUIREMENT
MTT-0720 The Terminal SHOULD support the +CTSA command ([3],

Chapter 8.52).

The Terminal MUST support the +CEER command
MTT-0730

([3], Chapter 6.10).
MTT-0740 The Terminal MUST support the +CVHU command ([3],

Chapter 6.20).

The Terminal MUST support the +CLIP command
MTT-0750

([3], Chapter 7.6).

The Terminal MUST support the +CCWA command
MTT-0760

([3], Chapter 7.12).

The Terminal MUST support the +CHLD command
MTT-0770

([3], Chapter 7.13).

The Terminal SHOULD support the +CAOC command
MTT-0780

([3], Chapter 7.16).

The Terminal MUST support the +CLVL command
MTT-0790

([3], Chapter 7.23).

The Terminal MUST support the +CMUT command
MTT-0800

([3], Chapter 7.24).

The Terminal SHOULD support the +CACM command
MTT-0810

([3], Chapter 7.25).

The Terminal SHOULD support the +CAMM command
MTT-0820

([3], Chapter 7.26).

The Terminal MUST support the +CGEQMIN command
MTT-0830

([3], Chapter 10.1.7).

The Terminal MUST support the +CGACT command
MTT-0840

([3], Chapter 10.1.10).
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REQ. ID REQUIREMENT
The Terminal MUST support the +CR command
MTT-0850
([3], Chapter 6.9).
The Terminal MUST support the +CRC command
MTT-0860
([3], Chapter 6.11).
The Terminal MUST support the +CRLP command
MTT-0870
([3], Chapter 6.6.8).
The Terminal MUST support the +CMOD command
MTT-0880 , , ,
([3], Chapter 6.4) if alternating mode calls are implemented.
MTT-0890 The Terminal SHOULD support either the +CRSM
command or the +CSIM command ([3], Chapter 8.17).
3GPP TS 27.005 7 Messaging AT commands
MTT-0900 The Terminal MUST support the +CMGF command ([4],
Chapter 3.2.3).
MTT-0910 The Terminal MUST support the +CSCA command ([4],
Chapter 3.3.1).
MTT-0920 The Terminal MUST support the +CNMI command ([4],
Chapter 3.4.1).
MTT-0930 The Terminal MUST support the +CMGD command ([4],
Chapter 3.5.4).
MTT-0940 The Terminal MUST support the +CMGL command ([4],
Chapter 3.4.2).
MTT-0950 The Terminal MUST support the +CMGR command ([4],
Chapter 3.4.3).
MTT-0960 The Terminal MUST support the +CMGS command ([4],
Chapter 3.5.1).
MTT-0970 The Terminal MUST support the +CPMS command ([4],
Chapter 3.2.2).
MTT-0980 The Terminal MUST support the +CMS event errors ([4],
Chapter 3.2.5).
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REQ. ID REQUIREMENT

MTT-0990 The Terminal SHOULD support the +CSCB command ([4],
Chapter 3.3.4).
The Terminal MUST support the +CMSS command

MTT-1000
([4], Chapter 3.5.2).

MTT-1010 The Terminal MUST support the +CMGD command ([4],
Chapter 3.5.3).

MTT-1020 The Terminal MUST support the +CMGC command ([4],
Chapter 3.5.5).

MTT-1030 The Terminal MUST support the +CSMS command ([4],
Chapter 3.2.1).

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or

transmitted in any form or by any means without prior written permission from OMTP Limited.

Page 21 of 146

OMTP CONFIDENTIAL

oM
TP

OPEN

MOBILE
TERMINAL
PLATFORM



OMTP Mobile Terminal Testing v1.0

3.3 EXTENSION OF AT COMMANDS

This chapter covers necessary extensions to the AT command set which are
required to enable Terminal testing in a way it is not yet supported through the
already specified AT commands (where applicable).

REQ. ID REQUIREMENT

The Terminal SHOULD support the CRST command.
MTT-1100

[Reset control].

The Terminal SHOULD support the extended CBC
MTT-1110 command.

[Charge battery control].

The Terminal SHOULD support the CTXPWR command.
MTT-1120 ,

[UE transmitted power].

The Terminal SHOULD support the CWCDMASQ
MTT-1130 command.

[WCDMA Signal Quality].

Format of the above commands can be found in this document appendix

(Chapter 9).

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
transmitted in any form or by any means without prior written permission from OMTP Limited.

Page 22 of 146

OMTP CONFIDENTIAL

oM
TP

OPEN

MOBILE
TERMINAL
PLATFORM



OMTP Mobile Terminal Testing v1.0

3.4 ABSTRACTED COMMAND INTERFACE

This section includes requirements for an abstracted test interface either
based on AT commands or proprietary solutions such as PC or Terminal
clients to simplify and harmonise the execution of more complex test

scenarios.
REQ. ID REQUIREMENT

Requirements refer to section 4.4.1 HTI System Service
Ttz | TRTOmPASIOUD support the oAU
MTT-1200.1 thetr?;f;rgngl l_l\|/|_l,_0|\\£ c?rt#r)r;]);)rr]td 2i.fferent authentication levels to
MTT-1210 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é1|.2. MusT support i
MTT-1220 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é1|.3. MusT support ti
MTT-1230 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é1|.4. MusT support ti
MTT-1240 :srpgcﬁied-li-nesgc{inoin 2.4é1|.5. MusT support i
MTT-1250 :srpgcﬁied-li-nesgc{inoin 2.4é1|.7. MusT support ti
MTT-1260 -crorr]mian;-aes ;pr;ciifigd?ngectl\iﬂolr: Ai;rl6s vpport ti
Tazro | e T SHOULE s pp or Ly e G S e
MTT-1280 Iorr;wr?]an;-aes ;pr(:ciifi(;]dailnlSectSiolr_1| A(f).4t.J1.L9.D support
MTT-1290 -ell-shssecifi-;deir: Sn;(i:tignall.lél.l.lsO.H ouLb support
MTT-1300 The Ter mi nal MAY support ashe

specified in Section 4.4.1.11.

Requirements refer to section 4.4.2 HTI Echo Service
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REQ. ID REQUIREMENT
MTT-1310 _The Te_rmlnal MUST support the Echo Service as specified
in Section 4.4.2.
Requirements refer to section 4.4.3 HTI Key Event Service
The manufacturer MUST provide a list of the supported
MTT-1315 i
scancodes for the Key Event Service.
The Ter mi nal MUST support t#
MTT-1320 command as specified in Section 4.4.3.1.
The Ter mi nal MUST support t#
MTT-1330 specified in Section 4.4.3.2.
The Ter mi nal MUST support t#
MTT-1340 specified in Section 4.4.3.3.
The Ter mi nal MUST support t#
MTT-1350 specified in Section 4.4.3.4.
The O60Type Textd command MUST
MTT-1350.1 predictive text entry mechanisms e.g. T9, I-Tap, Zi Corp,
Suretype.
MTT-1350.2 Thg O0Type Textd command MUST
Terminal languages.
i The Terminal MUST suppor t t he &6Long Key
MTT-1360 as specified in Section 4.4.3.5.
The Ter mi nal MAY support the
MTT-1370 command as specified in Section 4.4.3.6.
The Ter mi nal MUST support t#
MTT-1380 command as specified in Section 4.4.3.7.
MTT-1390 If the Terminal supports touchscreen, it MUST support the
0O0Tap Screend commé&ecion&ads3.8s p e (
MTT-1400 If the Terminal supports touchscreen, it MUST support the
0Tap and Dragd c o m@ectod4.4a39. s |
If the Terminal supports touchscreen and is capable of
MTT-1410 handling multipoint events,
drag multipointé c dSectioaA43.18.s
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REQ. ID REQUIREMENT
MTT-1420 If the Terminal supports touchscreen, it MUST support the
O0Paiem downdé comma nSkctient.4.3.1le c
MTT-1430 If the Terminal supports touchscreen, it MUST support the
O0Pointer upd c o mntectiah4.4.3.12s p e ¢
Requirements refer to section 4.4.4 HT| Screenshot Service
The Termina | MUST support the OF
command as specified in Section 4.4.4.1.
MTT-1440 . L
Note: Restrictions on the usage if this command MAY apply
due to limited performance of the Terminal.
MTT-1440.1 The Terminal MUST support the Bitmap file format as output
for Screen capture.
MTT-1440.2 The Terminal SHOULD support the JPG, PNG, GIF file
format as output for screen capture.
The Terminal MAY support any other standardised image or
MTT-1440.3 . .
video file formats as output for screen capture.
The Termi n a | SHOULD support the
MTT-1450 command as specified in Section 4.4.4.2.
The Ter mi nal SHOULD support
MTT-1460 command as specified in Section 4.4.4.3.
The Ter mi nal MAY support t he
MTT-1470 specified in Section 4.4.4.4.
The Ter mi nal MUST suppor th
MTT-1480 Seri es6 commandSecien4d.fp®e C i i e
The Ter mi nal MUST suppor th
MTT-1490 Seri es6 commandSecien4d.0& C i i e
The Ter mi nal SHOULD support
MTT-1500 captured comman Gecttos4.4s4®@e ci f i ¢
The Ter mi nal SHOULD support
MTT-1510 captured comman Gecttos4.4sAd@ c i f i ¢
MTT-1520 The Terminal SHOULDs upport the O6Scre

command as specified in Section 4.4.4.11.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
transmitted in any form or by any means without prior written permission from OMTP Limited.

Page 25 of 146

OMTP CONFIDENTIAL

oM
TP

OPEN

MOBILE
TERMINAL
PLATFORM



OMTP Mobile Terminal Testing v1.0

REQ. ID REQUIREMENT
The Ter mi nal MUST support t#
MTT-1530 as specified in Section 4.4.4.7.
The Ter mi nal MUST support t#
MTT-1540 as specified in Section 4.4.4.8.
Requirements refer to section 4.4.5 HTI Application Control
Service
i The Ter mi nal SHOULD support
MTT-1550 command as specified in Section 4.4.5.1.
i The Ter mi nal SHOULD support
MTT-1560 command as specified in Section 4.4.5.2.
The Ter mi nal SHOULD support
MTT-1570 command as specified in Section 4.4.5.3.
The Ter mi nal SHOULD support
MTT-1580 command as specified in Section 4.4.5.4.
The Terminal SHOUL D support the 06Ge
MTT-1590 | D6 command aSection¥ed85.fi ed in
The Ter mi nal MUST support t#
MTT-1600 command as specified in Section 4.4.5.6.
i The o6Start Application by nfd
MTT-1600.1 supported on embedded Java Runtime Environments.
The Ter mi nal MUST support t#
MTT-1610 command as specified in Section 4.4.5.7 if applicable on the
Terminal.
The Ter mi nal SHOULD support
MTT-1620 command as specified in Section 4.4.5.8.
The Ter mi nal MUST support t#
MTT-1630 application name6 c cSectioaA.45.9a s
The Ter mi nal SHOULD support
MTT-1640 by Document named edombectiond a g

4.4.5.10.
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REQ. ID REQUIREMENT

The Ter mi nal MUST support t#
MTT-1650 Ul D6 command aSection@g.4.511 if applichble 1

on the Terminal.

The Ter mi nal MUST support t}
MTT-1660 applicati on n &spedfiedincSection 4.415.13.

The Ter mi nal MUST support t#
MTT-1670 command as specified in Section 4.4.5.14 if applicable on

the Terminal.

i The Ter mi nal SHOULD support
MTT-1680 Document n amea8specibied m&ectibn 4.4.5.13.
i The Ter mi nal MUST support t#

MTT-1690 command as specified in Section 4.4.5.15.

The Ter mi nal SHOULD support
MTT-1700 command as specified in Section 4.4.5.16.

The Ter mi nal MAY support the
MTT-1710 command as specified in Section 4.4.5.17.

The Ter mi nal MAY support the
MTT-1720 command as specified in Section 4.4.5.18.

The Ter mi nal MUST sou p pvaarrte ot |
MTT-1730 as specified in Section 4.4.5.19.

The Ter mi nal MUST support t#
MTT-1740 command as specified in Section 4.4.5.20.

The Ter mi nal MUST support t#
MTT-1750 Named6 command aSectichpg.e®2lf i ed i

The o6l nstall Softwared, o6Uni
MTT-1750.1 Software by Named SHOULD apiy

native operating system.

The o0l nstall Softwared, oUni
MTT-1750.2 Sof twar e by Na mnplgdnaplita@ichk iD high p

level language, e.g. JAVA MIDP.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
transmitted in any form or by any means without prior written permission from OMTP Limited.

Page 27 of 146

OMTP CONFIDENTIAL

oM
TP

OPEN

MOBILE
TERMINAL
PLATFORM



OMTP Mobile Terminal Testing v1.0

REQ. ID REQUIREMENT
The o0l nstall Softwared, o6Uni
MTT-1750.3 Software by Named MUST NOT ¢
applications and the operating system.
Requirements refer to section 4.4.6 HTI FTP Service
i The Ter mi nal MUST support t#
MTT-1760 specified in Section 4.4.6.1.
i The Ter mi nal MUST support t#
MTT-1770 as specified in Section 4.4.6.2.
i The Ter mi nal MUST Bubeoiflt aht
MTT-1780 command as specified in Section 4.4.6.3.
The Ter mi nal MUST support t}
MTT-1790 specified in Section 4.4.6.4.
The Ter mi nal SHOULD support
MTT-1800 command as specified in Section 4.4.6.6.
The Terminal SHOULD support display all file attributes
MTT-1800.1 which are supported by the Terminal when executing the
6Li st Files with Sizesbéo.
The Ter mi nal MUST support t#
MTT-1810 as specified in Section 4.4.6.5.
The Ter mi nal SHOULD swupport
MTT-1820 command as specified in Section 4.4.6.7.
The Ter mi nal SHOULD support
MTT-1830 command as specified in Section 4.4.6.8.
The Ter mi nal MUST supporntast |
MTT-1840 specified in Section 4.4.6.9.
The Ter mi nal MAY support t he
MTT-1850 command as specified in Section 4.4.6.10.
The Ter mi nal MUST support t#
MTT-1860 as specified in Section 4.4.6.11.
The Termi n a | MAY support the OF
MTT-1870 specified in Section 4.4.6.12.
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REQ. ID REQUIREMENT

Requirements refer to section 4.4.7 HTI Sys Info Service

The Ter mi nal SHOULD support
MTT-1880 specified in Section 4.4.7.1.

The Terminal MUST supportt he 61 MEI 6 ¢ o mn
MTT-1890 specified in Section 4.4.7.2.

For non-GSM Terminals the hardware specific serial number
MTT-1890.1 MUSTr et urned when using the

ESN.

i The Ter mi nal MUST support t#

MTT-1900 specified in Section 4.4.7.3.

The Ter mi nal MUST support t}
MTT-1910 specified in Section 4.4.7.4.

The Ter mi nal MUST support t#
MTT-1920 command as specified in Section 4.4.7.5.

The Ter mi nal MUSTAgeppS8riti nig
MTT-1930 command as specified in Section 4.4.7.6.
MTT-1930.1 The 6getUser Agent Stringd MUSZS

default browser.

The Ter mi nal MUST support t#
MTT-1940 as specified in Section 4.4.7.17.

The Termi n a | MUST support the 0
MTT-1950 as specified in Section 4.4.7.18.

The Ter mi nal SHOULD support
MTT-1960 command as specified in Section 4.4.7.19.

The Ter mi nal MUST support t#
MTT-1970 as specified in Section 4.4.7.7.

The Ter mi nal MUST support t#
MTT-1980 as specified in Section 4.4.7.8.
MTT-1990 The Ter mi nal MUST support t#

as specified in Section 4.4.7.9.
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REQ. ID REQUIREMENT

MTT-2000 -srpr(;ci‘ied-li-nesgc[inoin 2.4a.7|.10. MAY. s umpnands 0
MTT-2010 -srpr(;ci‘ied-li-nesgc[inoin 2.4a.7|.11. MAY support R
MTT-2020 Iorrhr?lan;-a?s ;pr;ciifigd?n|8ec'?iﬂotr: f4T713 wpport ti
MTT-2030 -(I:-Srir-lr-lzrnrgigzlspeg/ilfigdsir;r Sestigna.z.;).lrs.t the oce
MTT-2040 Iorr;rilan;-aes ;prenciifiend?n|8ectl\i/lolr: f4T714$1 wpport ti
MTT-2050 -srpZCi‘ied-li-neS;ctrinoin 2.4é7|.15. MAY support LR
MTT-2060 Iorr;rilan;-aes ;prenciifiend?n|8ectl\i/loﬁ 14.7?12. PPort RS
MTT-2070 -srpZCi‘ied-li-nesgctrinoin 2.4é7|.21. MusST support i
2o | The Temn WUSTappotine L1 ghtone oo
MTT-2090 :srpr(;cﬁied-li-nesgc{inoin 2.4é7|.23. MusT support i
MTT-2100 :srpr(;cﬁied-li-nesgc{inoin 2.4é7|.24. SHOULD support
MTT-2110 lg:cifier n rSen::tiiorrll 4a.4|.7.25|\./IU ST support h
MTT-2120 Io?nr?]anc-ira?s ;pr;ciifigd?ngec{\iﬂolr: jI?Z(SS wpport i
MTT-2130 Io?nr?]anc-ira(?s ;pr;ciifigd?ngec{\iﬂolr: jI?Z? wpport i
MTT-2140 Io?nr?]anc-ira?s ;pr;ciifigd?ngec{\iﬂolr: jI?ZS wpport i
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REQ. ID REQUIREMENT
MTT-2150 -(I:_orr]nrenanc-iraes ;prt:ciifitgdz?nlSec{\i/lolr-lJ jJ?ZS vpport ti
MTT-2160 -(I:-Qrenr-lr-lzrnrgigsas:)ecifli\g: ir? gectiznu4.a.$.??o.r torhe o8
The Terminal MUST support the
MTT-2170 0Set Net wor k ModeNoOReboot d cor
Section 4.4.7.31.
MTT-2180 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é7|.32. SHOULD support
MTT-2190 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é7|.33. MAY support R
MTT-2200 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é7|.34. MusT support ti
MTT-2210 :srpgcﬁ‘ied-li-nesgc{inoin 2.4é7|.35. MUSTe Lt mpgesrot - ctof
MTT-2220 Iorr]nrianc-irai ;pr(:ciifigd(’jilnlSec{\illoLnJ A?A:I-?BZ vpport ti
MTT-2230 Iorr]nrianc-ir a(?s ;pr(:ciifigd(’jilnlSectsio;| 2497%3?. support
MTT-2240 -crorr]mian;-aes ;pr;ciifigd?ngectl\iﬂoﬁ 14.;3; PPoTt i
MTT-2250 -crorr]mian;-aes ;pr;ciifigd?ngectl\iﬂolr: Ai;r733 vpport ti
MTT-2260 -ell-shssecifi-;deir: Sn;(i:tignall.|47.4l\g.u ST supporandtd
MTT-2270 -ell-shssecifi-;deir: Sn;(i:tignall.|47.4l\£.u ST support f
MTT-2280 The Ter mi nal SHOULD support

command as specified in Section 4.4.7.42.

Requirements refer to section 4.4.8 HTI Audio Control

Service
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REQ. ID REQUIREMENT
The Ter mi nal SHOULD support
MTT-2290 command as specified in Section 4.4.8.1.
The Ter mi nal SHOULD support
MTT-2300 specified in Section 4.4.8.2.
i The Ter mi nal SHOULD support
MTT-2310 specified in Section 4.4.8.3.
i The Ter mi nal SHOULD support
MTT-2320 as specified in Section 4.4.8.4.
i The Ter mi nal SHOULD support
MTT-2330 command as specified in Section 4.4.8.8.
The Ter mi nal SHOULD support
MTT-2340 specified in Section 4.4.8.5.
The Ter mi nal SHOULD support
MTT-2350 as specified in Section 4.4.8.6.
The Ter mi nal SHOU&D BayppVdol
MTT-2360 command as specified in Section 4.4.8.7.
The Ter mi nal SHOULD support
MTT-2370 as specified in Section 4.4.8.8.
Requirements refer to section 4.4.9 HTI PIM Service
The Ter mi nal MUST sappdr ©t oimh
MTT-2380 specified in Section 4.4.9.1.
The Ter mi nal MUST support t#
MTT-2390 command as specified in Section 4.4.20.2.
The Ter mi nal MUST support t#
MTT-2400 command without Entry ID as specified in Section 4.4.9.3
(Delete All Entries).
The Ter mi nal SHOULD support
MTT-2400.1 command with Entry ID as specified in Section 4.4.9.3
(Delete specific Entry).
The Ter mi nal MUST support t#
MTT-2410 command as specified in Section 4.4.9.4.
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REQ. ID REQUIREMENT
The Ter mi nal MAY support t he
MTT-2420 command as specified in Section 4.4.9.5.
The Ter mi nal MAY support t he
MTT-2430 Filed command Sacsiondp%6ci fi ed i
i TheTer mi nal MAY support the (
MTT-2440 command as specified in Section 4.4.9.7.
i The Ter mi nal MUST support t#
MTT-2450 command as specified in Section 4.4.9.8.
i The Ter mi nal MUST supporstdo t#
MTT-2460 command as specified in Section 4.4.9.9.
The Ter mi nal MUST support t}
MTT-2470 command without Entry ID as specified in Section 4.4.9.10
(Delete All Contacts).
The Ter mi nal MUST support t#
MTT-2470.1 command with Entry ID as specified in Section 4.4.9.10
(Delete specific Contact).
I f the Ter mi nal has a br owsgé
MTT-2480 Bookmar k6 c¢comman dSectios 4.46%Lé.ci f i
The Ter mi nal MUST support t#
MTT-2490 command as specified in Section 4.4.9.12.
Requirements refer to section 4.4.10 HTI Messaging Service
The Ter mi nal MUST support t#
MTT-2500 specified in Section 4.4.10.1.
The Ter mi nal MUST support t#
MTT-2510 specified in Section 4.4.10.2.
MTT-2510.1 The Ter_mlnal MAY support different types for MMS
composing, e.g. with or without SMIL.
The Ter mi nal MUST -Blaaiplp®r ¢ omim
MTT-2520 specified in Section 4.4.10.3.
The Terminal MAY support t he 6Add | r Me
MTT-2530 as specified in Section 4.4.10.4.
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REQ. ID REQUIREMENT

MTT-2540 lshssecifi-lt-adeir: Srggtigni.tl.log.A Yosupport the
MTT-2550 -(I:_orr]nrenanc-iraes ;pr;ciifigd?ngec{\i/loﬁ 21{41%8 PPort RS
MTT-2560 Iorrhr?lan;-ai‘ ;pr;ciifigd?n|8ec'?iﬂoﬁ ;f(4150;J PPort i
MTT-2570 Iorr;rian;-aes ;pr;ciifi:d?n|8ec'?iﬂotr: fthloZ wpport ti
MTT-2580 Iorr;rilan;-aes gprenciifigd?ngectl\iﬂolr: A?.A:I.-lo.g.u Peertecof
MTT-2590 Iorr;rilan;-aes gprenciifigd?ngectl\iﬂolr: A?.A:I.-lo.iol.J Pport
MTT-2600 Iorr;rilan;-aes gprenciifigd?ngectl\iﬂolr: A?.A:I.-lo.ill.J Pport
MTT-2610 -crorr]mian;-aes ;pr;ciifigd?n|8ec'§olr_1| 4?.491%).?2. support
MTT-2620 -crorr]m(;an;-aes ;pr(:ciifigdailnlSec'?o;| 2491%).?3. support
s |TeTemedSIOUDNp po L Lo 0AT0
iz |ThE TELTETAL SHOULD supoert
MTT-2650 -crorr]nrian;- a(?s ;prenciifigd(’jilnlSectsio|r_1| 2491%.?6. support
MTT-2660 ;-shsp()eecifi-le-:deir: srgci:tigni.lzt.lomj. ST osupport tf
MTT-2670 ;-shsp()eecifi-le-:deir: srgci:tigni.lzt.lo!\f; ST osupport tf
MTT-2680 'Cl'ggl']zrr]rg iasns:;)lelci1‘iec|ivI irL1J SSe-(gtionS4.u4.E)Lolc.)lg.r torhe o
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REQ. ID REQUIREMENT

MTT-2690 -(I:_orr]nrianc-ir aes ;prt:ciifitgdailnlSec{\i/lolr-lJ iilo.zo? Pport
MTT-2700 -(I:_orr]nr?wanc-iraes ;pr(:ciifigdailnlSec{\i/lolr-lJ Z?.Azl.-lo.gll.J Pport th
MTT-2710 The Ter mi nal MUST support t#

command as specified in Section 4.4.10.22.
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3.5 GENERAL CONNECTIVITY REQUIREMENTS

REQ. ID

REQUIREMENT

MTT-2800

If the Terminal is in a connected state through physical
connection all standard Terminal applications and
functionality SHALL be available via the Terminal user
interface by users. This requirement is only applicable if
phone mode has been selected for the data connection or
HTI as per requirement MTT-0070 has been enabled.

MTT-2810

An option to deactivate battery recharging while connected
SHALL be available (applicable e.g. for Terminals which
automatically recharge when connected via USB). (see
requirement MTT-1110 and chapter 8.1.2).

MTT-2820

It SHALL be possible to connect both audio and Test
Computer cables simultaneously.

AT-command syntax requirements

MTT-2830

For AT-commands, the Terminal MUST accept string
parameters in quotation marks.

MTT-2840

For AT-commands, the Terminal MUST accept numeric
parameters without quotation mark.

MTT-2850

For AT-commands, the Terminal MUST return string
parameters in quotation marks.

MTT-2860

For AT-commands, the Terminal MUST return numeric
parameters without quotation marks.

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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3.6 SECURITY REQUIREMENTS

REQ. ID REQUIREMENT
The test access to the AT command or HTI interface SHALL
MTT-2900 . . .
only be possible via a secured link.
MTT-2900.1 A cable MUST be suppo_rted to interconnect the Test
Computer and the Terminal.
MTT-2900.1.1 | The preferred connector to the Terminal SHALL be a Micro
USB connector.
The access to the AT command interface of the Terminal via
MTT-2900.2 SIM Application Toolkit (SAT, SIM-card) SHOULD be
possible.
Any access to the AT command or HTI interface over any
MTT-2910 other channels than specified in requirement MTT-2900 (e.g.
GSM / UMTS or WLAN) MUST NOT be possible.
MTT-2920 The Terminal MUST comply with the OMTP ASF

requirements [2].
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4 HARMONISED TESTING INTERFACE I MESSAGING
PROTOCOL

4.1 DOCUMENT CONTROL

4.1.1 DOCUMENTATION CONVENTIONS
Code is shown with Courier New font.

4.2 GENERAL

4.2.1 INTRODUCTION

HTI messaging is asynchronous and can be mapped over different
communication media. There is no requirement for a reply to any incoming
message unless it is an error situation. The message header specifies a target
service by its plug-in unique identifier (UID) and the message body is passed

directly to the service for processi

message format. The HTI framework provides some auxiliary services like
sending a list of available service plugins, HTI framework version and status
and support for security. Special reserved UID 0x1020DEBS6 is used for these
HTI messages.

This document describes protocol used for communication with HTI
Framework and core plug-ins.
4.3 HTI PRoTOCOL DESCRIPTION

4.3.1 MESSAGE STRUCTURE

A HTI message contains a fixed size header (14 bytes), optional header
extension and variable length body. In a typical case, the message body is
passed directly for processing to a service specified in the header.

Table 1. HTI message structure

Field Size(bytes) Description

ServicePluginUID 4 Service plug-in UID in little-endian format, signed
32bit integer.

MessageBodySize 4 The size of the message body (in little-endian
format, unsigned 32bit integer)

Version 1 Version of HTI message specification (1)

Priority 1 Message priority used when selecting messages for

processing from the incoming queue. When the first
bit (lowest) set it indicates the higheset priority used
only for some system level requests. The second bit
can be used by service plug-ins to have higher
priority messages or organise the pair of
data/control channels. Messages with the second bit
set have higher priority over other messages to the

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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same service plug-in.

Flags 1 The set of flags. Currently only the 1st bit is used:

1. WrapFlag indicates that message body is
encoded by a security mechanism and needed
to be decoded before passing to a target service
(O=plain, 1=encoded)

ExtensionSize 1 The size of the extension field (Unsigned 8bit
integer)

CRC 2 Checksum of previous fields (CCITT CRC 16 in
little-endian format, unsigned 16 bit integer)

ExtensionBody - Extension fields reserved for new parameters

MessageBody - Message body, its content depends on addressed
service.

4.3.2 SECURITY SUPPORT

The HTI protocol provides support for security mechanisms for
communication. This security mechanism can be involved in following stages
during communication:

e Communication establishment. At this stage, the HTI
framework supports implementation of the authentication
mechanism by providing the way to exchange tokens until
security context is set with an authentication command
(see 4.4.1.1).

e Data transfer. The HTI  framework  supports
encrypting/decrypting for selected messages by specifying
WrapFlag in the message header (see 4.3.1). Security
manager will provide actual encoding implementation that

may include integrity checking as well.
Currently, this feature is not supported and the flag is
ighored.

At the current stage, the HTI framework does not provide any security
implementation, but it can be added later. Nevertheless, the AUTH command
should be used to establish a security context and start service plug-ins use.
The token parameter is currently ignored and can contain anything or can be
omitted. The HTI framework will reply with the same message with an AUTH
command to indicate that security context has been set. After this, the HTI
framework will process all incoming messages. Until a security context has
been established, an error message with the ENotAuthorized (see 4.3.3)
error is sent back in reply to any incoming message. The following figure
demonstrates the authentication procedure:

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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Client HTI

Service name:
Msg. body: #nA

A 4

Service name:
Msg. body: #nA

A

Figure 2: Current authentication message exchange

4.3.3 ERROR MESSAGES

The HTI framework provides a unified approach to handling error messages.
When an error occurs during request processing, an error message will be
sent back. Target ServicePluginUID in the error message header is always set
to HTI framework UID. The body contains the error description in the following
format:

Table 2: Error message structure

Field Value Size(bytes) Description

Command OxFF 1 Indicates error message (see 4.4.1)
HTIErrorCode 1 Error code defined in Table 3
ServiceErrorCode 4 Either system-wide leave code or plug-in

specific error code when plug-in handles
error situation by itself (in little-endian
format, signed 32bit integer)

ServicePluginUID 4 ServicePluginUIDfrom the header of
message processed (in little-endian format,
signed 32bit integer)

ServiceErrorDescription variable contains error description in case when
error situation is handled by plug-in

ServiceErrorCode and ServiceErrorDescription are specified only
when an error of) iiys during message processing by a service plug-in. If a
service plug-in just leaves than ServiceErrorCode will contain a leave

code. In case a service plug-in reports an error to the framework by itself, the
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ServiceErrorCode and ServiceErrorDescription content is defined
by the plug-in.

Beside specified error messages, each plug-in can define its own error
notification messages if necessary.

Table 3: HTI error codes

ErrorName Code Description

EMessageTooBig Message body size exceed predefined limit

EOQutOfMemory No sufficient amount of memory to process request

EServiceNotFound Message is addressed to non-existent service

EServiceError Error in plug-in while processing request

ENotAuthorized Request is not authorized

ol |[lwW|IN]E

EFailedUnwrap Security manager failed to decode message (see 4.3.1)

4.3.4 CHARACTER ENCODINGS

The next chapter lists the HTI services and their functions (commands). Some
of the commands have character strings as parameters and different
commands may use different encodings for the character strings. The
expected encoding is mentioned in the parameter descriptions. The following
sections briefly describe the used encodings.

4.3.4.1 UCS-2

UCS-2 (2-byte Universal Character Set) is the character encoding used. In
UCS-2 each character is represented with 16-bits so it is a fixed-length
encoding. Thus UCS-2 can represent Unicode characters that are defined in
Basic Multilingual Plane (BMP) that is character codes 0 i 65535 (U+0000 i
U+FFFF). It should be noted that UCS-2 is not the same as UTF-16, since
UTF-16 is a variable length encoding that can represent all of the Unicode
characters (also those outside the BMP). However, the character codes in the
BMP range are identical, so when working only with the character codes O i
65535 the encodings UCS-2 and UTF-16 are interchangeable.

An example (using Java) on how to encode a character string to a byte array
using UCS-2/UTF-16 little-endian encoding:

oM
TP

OPEN

MOBILE
TERMINAL
PLATFORM

‘ byte[] data = "tulust stringlélLEet Byt es/ "‘UTF

4.3.4.2 UTF-8

UTF-8 (8-bit Unicode Transformation Format) encodes each character in one
to four bytes, so it is a variable length encoding. UTF-8 is able to represent
any character defined in the Unicode standard. The ASCII characters are
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encoded as one byte in UTF-8 and the characters codes are also the same, Tp
so UTF-8 and ASCII encodings of a character string that contains only ASCII E‘I:BE"E
characters are identical. Characters in Unicode range U+0080 i U+07FF take TERMINAL

two bytes and the rest of the characters in BMP take three bytes. PLATFORM

An example (using Java) on how to encode a character string to a byte array
using UTF-8 encoding:

‘byte[] data = "tust string8),getBytes|/( "‘UTF

4.3.4.3 ISO 8859-1

When in this-bdbcumxntdo A& mentioned it re
encoding where each character is encoded with one 8-bit byte. ISO 8859-1

contains 191 characters of Latin alphabet. The rest of the character codes are

reserved for non-printable control characters. The encoding is backwards

compatible with ASCII since the character codes of ASCIlI maps to the same

characters also in ISO 8859-1. The ISO 8859-1 just adds more characters in

the byte range AO T FF.

An example (using Java) on how to encode a character string to a byte array
using ISO 8859-1 encoding:

‘byte[] data = "tést string".getBytes( "ISO -8859-1"); ‘

Note that ISO8859-1 does not contain the 0 characte
that Windows-1252 encoding defines in the byte range 80 1 9F. That range in
ISO 8859-1 contains non-printable control characters.
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4.4 HTI SERVICES 355!!
HTI provides several core test services described in the table below. TERMINAL

Table 4: HTI services

Service Name uiD Description

HTI 0x1020DEB6 HTI framework system services:
¢ send available service list

e send HTI framework version
e security support

e device reboot

Echo 0x1020DEBF Service to test HTI itself, that the HTI service is up and running
and communication works properly.

Key pressing 0x1020DEC1 Key press emulation service provides following functions:
¢ single key press

¢ single key hold / release

e key sequence press

Screen capture 0x1020DEC3 Screen capture makes screenshot on request and sends it
back:

e capture full screen
e capture screen region

Applications control 0x1020DEC7 The service allows for example:

e start application by its name or UID

e start application with document

¢ check application status (running or not)
e stop application

e start/ stop processes

e get process exit code

FTP 0x1020DEC5 The service allow to copy/retrieve files to/from a device:
e copy file (STOR)

o retrieve file (RETR)

o listfiles (LIST)

e create directory (MKD)

e delete directory (RMD)

o delete file (DELE)

Syslinfo 0x10210CC7 The service allow to retrieve different device information:
o HAL attributes (see HAL class)
¢ |IMEI code

e SWVersion (see SysUitil class)

e LangVersion (see SysUltil class)

e SWLangVersion (see SysUtil class)
e UserAgentString (see SysUltil class)

Audio Control 0x10210CCB Service for playing audio tones and samples:

e List audio sample files

¢ Play tones with specified frequency

e Play DTMF tones

e Play audio sample files of different formats (wav, mid, mp3,
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awb é)
e Control volume
PIM service 0x10210CCD Service for adding and removing contact and calendar entries.
Messages service 0x10210CCF Service for adding and removing messages.

The following subchapters provide protocol and message format description
for each service.

Whenever possible, all service use similar structure for requests. The first byte
contains the command code with the command parameters following.
4.4.1 HTI SERVICE

The HTI service provides some HTI framework-level auxiliary functions that
can not be addressed to or implemented as a separate service plug-in. The
following commands are supported:

Table 5: HTI commands

CommandName CommandCode
HtiAuthentication 0x01
HtiVersion 0x02
HtiServiceList 0x03
HtiStop 0x04
HtiReboo t 0x05
HtiFormat 0x06
HtiReset 0x07
HtiShowConsole 0x08
HtiHideConsole 0x09
Htilnstanceld O0x0A
HtiDebugPrint 0x0B
HtiError OXFF

4.4.1.1 Authentication

The AUTH command is used for bidirectional exchange of tokens during
authentication process. The token content is opaque for the HTI framework
and only passed to the security implementation that makes the decision when
the authentication process is over and the result. The first byte indicates the
authentication command and the rest of HTI message treated as a token with
a variable length.

Syntax
Field Value Size(bytes) Description
Command 0x01 1 HtiAuthentication
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TP

Token | | variable Token value
OPEN
MOBILE
TERMINAL
Return PLATFORM
Field Value Size(bytes) Description
Command 0x01 1 HtiAuthentication
Token variable Token value

4.4.1.2 HTI version
Returns the HTI framework version.

Syntax

Field Value Size(bytes) Description
Command 0x02 1 HtiVersion
Return

Field Value Size(bytes) Description
MajorVersion 1 Major version
MinorVersion 1 Minor version

4.4.1.3 Service list

Returns the list of installed service plug-ins. A list item record is 128 bytes
long and contains plug-in UID and display name. The reply message contains
the sequential record list.

Syntax

Field Value Size(bytes) Description

Command 0x03 1 HtiServiceList

Return

Field Value Size(bytes) Description

ServicePluginUID 4 Service plug-in UID
ServicePluginName 124 Service display name 8-bit encoded
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4.4.1.4 Stop

Stops HTI framework and shuts it down.

Syntax

Field Value Size(bytes) Description
Command 0x04 1 HtiStop
4.4.1.5 Reboot

Reboots the device.

Syntax

Field Value Size(bytes) Description
Command 0x05 1 HtiReboot

4.4.1.6 Restore factory settings

Performs a factory settings reset (either normal or deep).

It will clear the entire memory of the device and reinitialise it with the default
folder structure. The deep mode is allowed only if HTI is running from ROM.

This command will cause the device to reboot.

Syntax
Field Value Size(bytes) Description
Command 0x06 1 HtiFormat
Mode 0x00or | 1 The restore factory settings
0x01 mode (0 = normal, 1 = deep)
4.4.1.7 Reset

Reset the HTI framework by unloading all service plug-ins and clearing

message queues.

Syntax
Field Value Size(bytes) Description
Command 0x07 1 HtiReset
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4.4.1.8 Show Console

Opens a console where HTI and its test services may print information to.

Syntax

Field Value | Size(bytes) | Description
Command 0x08 1 HtiShowConsole
Response

Byte 0x00 on success or error message (see 4.3.3).

4.4.1.9 Hide console
Hides (deletes) the open HTI console.

Syntax

Field Value Size(bytes) Description
Command 0x09 1 HtiHideCon sole
Response

Byte 0x00 on success or error message (see 4.3.3).

4.4.1.10 Instance ID
Returns the unique instance ID of a current HTI instance.

Syntax

Field Value Size(bytes) Description

Command Ox0A 1 Htilnstanceld

Return

Field Value Size(bytes) Description

InstancelD 4 The instance ID value as 32-bit unsigned
little-endian integer.
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44111 Debug print Tp

Writes a message to the deviceos debuomPaEmlgaH

TERMINAL
Syntax PLATFORM
Field Value Size(bytes) Description
Command 0x0B 1 HtiDebugPrint
Message variable The text to be printed to debug port.

Encoded as 8-bit text.
Response

Byte 0x00 on success or error message (see 4.3.3).

4.4.2 ECHO SERVICE

Echo service is intended for testing HTI communication media. It immediately
sends back anything it receives inside message body.

4.4.3 KEY EVENTSSERVICE

This service allows emulation of key pressing for Ul application via Window
Server.

Scancode in the following specification defines a keyboard key. It is 16-bit

unsigned integer. Each device or device family maps these to their native
keyboard keys. For exampl e, button Al10 on
EStdKeyNkpl = 0x89.

Key pressing service returns an ok message after the command has been
executed successfully. Format of ok message:

Field Value Size(bytes) Description

Command OxFF 1 Notification of successful
command execution.

On an error the HTI framewo @d.B3.sGeneralr or me t
error codes and descriptions for key pressing service are defined below.

General error codes

Error code Error description

<0 Indicates internal error in the service.

0x01 Missing key event command i the message was empty

0x02 Invalid key event service command i command not recognised

0x03 Key event service is busy. It is possibly executing a long running
typetext function or long key press function.

0x04 i Ox7F Reserved for future

© 2009 OMTP Limited. All rights reserved. No part of this document may be reproduced or
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Should the need arise to send more key events, ensure there is an adequate
delay between pressing each key (or holding key down, or releasing key up).
The delay needed depends on the system, but typically 50 milliseconds
should be enough.

Type text functionality takes care of the appropriate interval.

4.4.3.1 Single key press

This emulates pressing a single key on the keyboard. At a low level this
simulates pressing the keyboard key down and immediately releases it.

Syntax

Field Value Size(bytes) Description

Command 0x01 1 Command for single key press

Scancode 2 16-bit unsigned integer specifying

keyboard key to press.

Errors

Error code Error description

0x80 Invalid scancode. The length of the scancode field was less or more
than 2 bytes.

4.4.3.2 Key down

Emulates pressing a keyboard key down without releasing it. Using this
function should be paired with Key up function.

Syntax

Field Value Size(bytes) Description

Command 0x02 1 Command for pressing key down.

Scancode 2 16-bit unsigned integer specifying

keyboard key to press.

Errors

Error code Error description

0x80 Invalid scancode. The length of the scancode field was less or more
than 2 bytes.
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4.4.3.3 Key up T p

. OPEN

Release a key that was held down by the Key down function. MOBILE
TERMINAL
Syntax PLATFORM
Field Value Size(bytes) Description
Command 0x03 1 Command for releasing key.
Scancode 2 16-bit unsigned integer specifying
keyboard key to release.

Errors
Error code Error description
0x80 Invalid scancode. The length of the scancode field was less or more

than 2 bytes.

4.4.3.4 Type text
This command emulates typing unicode characters to the topmost window.

Syntax

Field Value Size(bytes) Description

Command 0x04 1 Command for type text function.

Array of Unicode characters varies Array of 16-bit unsigned integers specifying

Unicode characters (UCS-2) to type.

Errors

Error code Error description

0x90 Array of Unicode characters is empty

0x91 Invalid array of Unicode characters. Array should be divisible by two,
because each character is UCS-2.

4.4.3.5 Long key press

This command emulates pressing and holding down a single key and

releasing it after a specified time. The functionality is the same as using the

AKey downo and AnKey u pvely buto thisnaomohand c on s e c u
automates both events at a specified interval.

Note that when a long key press is active the key event service is busy and it
wonot accept any other commands before t|
response message is sent when the key is released).

Syntax

Field Value Size(bytes) | Description

Command 0x05 1 Command for long key press
Scancode 2 16-bit unsigned integer specifying
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keyboard key to press.

Time 2 16-bit unsigned integer specifying the time
to hold the key down. Time is specified in
milliseconds.

Errors

Error code Error description

0x80 Invalid scancode. The length of the command message was not 5

bytes as stated in the Syntax table above.

4.4.3.6 Type text password

The command emulates typing unicode characters to topmost password
wi ndow. A speci al command for this-
command will result in all characters appearing twice.

Syntax

Field Value Size(bytes) Description

Command 0x06 1 Command for type text password
function.

Array of Unicode characters Varies Array of 16-bit unsigned integers specifying
Unicode characters (UCS-2) to type.

Errors

Error code Error description

0x90 Array of Unicode characters is empty

0x91 Invalid array of Unicode characters. Array should be divisible by two,

because each character is UCS-2.

4.4.3.7 Key press sequence

This command emulates pressing a sequence of keys with a given interval
between them and time that each key is held down. The time that each key is
held down can be zero, when they are released immediately after pressing
them down. The minimum interval between key presses is 50 ms.

Syntax

Field Value Size(bytes) Description

Command 0x07 1 Command for key press sequence
function.

Time 2 16-bit unsigned integer specifying the time
to hold each key down. Time is specified in
milliseconds.

Interval 2 16-bit unsigned integer specifying the time
between each key. Time is specified in
milliseconds.
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Scancode

16-bit unsigned integer specifying
keyboard key to press.

(The scancodes for the rest of
the keys in the sequence)

Errors

Error code Error description

0x90 Array of Unicode characters is empty

0x91 Invalid array of Unicode characters. Array should be divisible by two,

because each character is UCS-2.

4.4.3.8 Tap screen

This command emulates tapping one point in the touch screen. Taps can be
repeated and the interval specified.

All parameters after the command code are specified as 16-bit little-endian

unsigned integers.

Syntax

Field Value Size(bytes) Description

Command 0x10 1 Command for tap screen.

X coordinate 2 The screen X coordinate to tap.

Y coordinate 2 The screen Y coordinate to tap.

Time to hold down 2 The time in milliseconds how long the
pointer is kept down before lifting up.

Tap count 2 How many times to repeat the tap to the
same point.

Pause between taps 2 The time in milliseconds how long pause to

keep between consecutive taps (if more
than one).

Errors
Error code Error description
0x9A The parameters given to the command are invalid.

4.4.3.9 Tap and drag

This command emulates a drag and drop operation using a straight line
between two given points. The length of time that the drag takes can be

specified.

All parameters after the command code are specified as 16-bit little-endian

unsigned integers.
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Syntax

Field Value Size(bytes) Description

Command 0x11 1 Command for tap and drag.

Start X coordinate 2 The screen X coordinate where the pointer
is pressed down.

Start Y coordinate 2 The screen Y coordinate where the pointer
is pressed down.

End X coordinate 2 The screen X coordinate where the pointer
is lifted up.

End Y coordinate 2 The screen Y coordinate where the pointer
is lifted up.

Drag time 2 The time in milliseconds that the drag
takes.

Errors

Error code Error description

0x9A The parameters given to the command are invalid.

4.4.3.10 Tap and drag multipoint

This command emulates a drag operation via multiple points thus enabling
drawing of curvy lines. One command can contain one or many lines.

All parameters after the command code are specified as 16-bit little-endian

unsigned integers.

Syntax

Field Value Size(bytes) Description

Command 0x12 1 Command for tap and drag multipoint.

Time between points 2 The time in milliseconds it takes to drag
from one point to the next, so this controls
how fast the dragging happens.

Time between lines 2 The time in milliseconds that a pause is
kept between ending the drawing of one
line and starting another.

Point count of first line 2 How many points (x and y coordinate pairs)
the first line contains.

First X coordinate 2 The screen X coordinate from where the
line begins.

First Y coordinate 2 The screen Y coordinate from where the
line begins.

Second X coordinate 2 The screen X coordinate of the second
point where to drag the pointer.

Second Y coordinate 2 The screen Y coordinate of the second

point where to drag the pointer.

The X and Y coordinates repeated as
many times as specified in the point count.
The pointer is lifted up in the last
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coordinate position.

Point count of the second line 2 How many points (x and y coordinates) the
following line contains (if drawing more
than one lines with the same command).

The X and Y coordinates repeated as
many times as specified in the point count.
Then the point count of the next line, point
coordinates, etc.

Errors

Error code Error description

0x9A The parameters given to the command are invalid.

44311 Pointer down

This command emulates pressing a pointer down in specified point without
releasing it. Using this command should be paired with Pointer up command.

Syntax

Field Value Size(bytes) Description

Command 0x13 1 Command for pressing pointer down.

X coordinate 2 The screen X coordinate where the pointer
is pressed down.

Y coordinate 2 The screen Y coordinate where the pointer
is pressed down.

Errors

Error code Error description

0x9A The parameters given to the command are invalid.

4.4.3.12 Pointer up

This command emulates lifting the pointer up (that was pressed down with the
Pointer down command). The coordinates of the point where the pointer is
lifted up can be same or different than what was given to the Pointer down
command. In case of different coordinates, the pointer drags to the pointer up
coordinates before lift.

Syntax

Field Value Size(bytes) | Description

Command 0x14 1 Command for lifting the pointer up.

X coordinate 2 The screen X coordinate where the pointer
is lifted up.

Y coordinate 2 The screen Y coordinate where the pointer
is lifted up.
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Errors
Error code Error description
0x9A The parameters given to the command are invalid.

4.4.4 SCREEN CAPTURING SERVICE

This service allows capturing either full screen or its region and sends back as
image file. By default, bitmap format is used, but another format can be
specified with a supported MIME type parameter. The service contains also
text recognition related functionalities.

The following commands are supported:

Table 6: Screen capture commands

CommandName CommandCode
Screen 0x01
ScreenRegion 0x02
ScreenZip 0x03
ScreenRegionZip 0x04
TextRecognition 0x10
TextRecognition_u 0x11
TextBitmap 0x12
TextBitmap_u 0x13
ScreenSeries 0x21
ScreenRegionSeries 0x22
ScreenZipSeries 0x23
ScreenRegionZipSeries 0x24
SelectScreen 0x30
ScreenMode O0x3A
ScreenDelta 0x81
ScreenDeltaRegion 0x82
ScreenDeltaZip 0x83
ScreenDeltaRegionZip 0x84
Del taReset 0x85

Optionally, colour depth of output screenshot can be specified. Values from
TDisplayMode enumeration (gdi.h) are used. If ENone (0) is specified, then
current display mode is used. Following values are currently supported (from
gdi.h):
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Table 7: Display modes

CommandName CommandCode
ENone 0x00
EGray2 0x01
EGray4 0x02
EGrayl6 0x03
EGray256 0x04
EColorl6 0x05
EColor256 0x06
EColor64K 0x07
EColorl6M 0x08
ERgb 0x09
EColordK O0x0A
EColor16MU 0x0B
EColorl6MA 0x0C

Text recognition commands can accept font attributes. The following table
contains attribute constants that could be combined to change a default
attribute set. Default attributes are normal stroke weight, normal posture,
normal print position, anti-aliased bitmap glyph type. Note, that superscript
and subscript should not be combined.

Table 8: Font attributes

AttributeName AttributeCode
Bold stroke weight 0x01
Italic posture 0x02
Not anti-aliased bitmap glyph type 0x04
Superscript 0x08
Subscript 0x18

Text recognition command uses following response codes:

Table 9: Text recognition command response codes

Respon seName ResponseCode
Ok O0xFO
NotFound OxF1

The screen mode command uses the following screen orientation values from
CFbsBiGc::TGraphicsOrientation enumeration:
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Table 10: Screen rotation values

. . OPEN
RotationName RotationCode MOBILE
TERMINAL
EGraphicsOrientationNormal 0x00 PLATFORM
EGraphicsOrientationRotated90 0x01
EGraphicsOrientationRotated180 0x02
EGraphicsOrientationRotated270 0x03
4.4.4.1 Full screen capture
Returns a screenshot of the whole screen. By default, the image is sent in
uncompressed bitmap format. Another format can be specified in the
ImageMIMEType par ameter by its MIME type (e.g. f
Ai mage/ jpego). Il f a message contains anyth
as a MIME type, otherwise if a message contains only one byte, the default
format is used.
Syntax
Field Value Size(bytes) Description
Command 0x01 1 Screen, ScreenZip
0x03
ColorDepth 1 Value from TDisplayMode, optional
ImageMIMEType variable Registered image MIME type as 8-bit
encoded text, optional
Return
Field Value Size(bytes) Description
Image variable Data of the returned image.
4.4.4.2 Screen region capture
Returns screenshot of a screen region. By default, image is sent in
uncompressed bitmap format. Another format can be specified in the
ImageMIMEType paramet er by its MIME type (e. g. A i
Ai mage/ jpego) . Noti ce, t hat bottom right

exclusive. E.g., to specify a 32 pixels by 32 pixels region in the top left corner
of the screen, (0,0)x(32,32) coordinates are used.

Syntax
Field Value Size(bytes) Description
Command 0x02 1 ScreenRegion, ScreenRegionZip
0x04
Top left x coordinate 2 Top left corner of the region (inclusive) as
little-endian unsigned 16-bit integer
Top left y coordinate 2 é
Bottom right x coordinate 2 Bottom right corner of the region (exclusive)
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as little-endian unsigned 16-bit integer

Bottom right y coordinate 2 é

ColorDepth 1 Value from TDisplayMode, optional

ImageMIMEType variable Registered image MIME type as 8-bit
encoded text

Return

Field Value Size(bytes) Description

Image variable Data of the returned image.

4.4.4.3 Text Recognition

The text recognition command defines that the text in question is currently
displayed on screen using one of provided fonts.

Syntax

Field Value Size(bytes) Description

Command 0x10 1 TextRecognition, TextRecognition _u

0x11

TextLength 1 Text length in characters

Text variable Text either encoded as 8-bit text or as
UCS-2 for Unicode variant command

NumberOfFonts 1 Number of font specifications, should be at
least 1.

TypefaceNameLength 1 Typeface name length.

TypefaceName variable Typeface name either encoded as 8-bit text
or as UCS-2 for Unicode variant command

FontHeight 2 Font height in pixels as unsigned little-
endian 16bit integer

FontStyle 1 Font style as combination of font attributes

(see Table 8)

Fields TypefaceNameLength, TypefaceName,

repeated NumberOfFonts time.

Ok, NotFound or error message (see 4.3.3)

FontHeight and FontStyle are

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound
OxF1
Top left X 2 The x-coordinate of the top left corner

(inclusive) of the found text. Encoded as
unsigned little-endian 16bit integer. For Ok
command
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Top left Y

Text y-coordinate of the top left corner
(inclusive) of the found text. Encoded as
unsigned little-endian 16bit integer. For Ok
command

Bottom right X

The x-coordinate of the bottom right corner
(exclusive) of the found text. Encoded as
unsigned little-endian 16bit integer. For Ok
command

Bottom right Y

The y-coordinate of the bottom right corner
(exclusive) of the found text. Encoded as
unsigned little-endian 16bit integer. For Ok
command

FontIndex

Font of the found text as index to the font
specifications passed in the request. For
Ok command.

4.4.4.4 Text bitmap

This command generates a bitmap with text in question using the specified
font. By default, image is sent in uncompressed bitmap format. Another format
can be specified in the ImageMIMEType parameter by its MIME type (e.g.

ii mage/ pngo,

Ai mage/ gi f o,

Syntax

Field Value Size(bytes) Description

Command 0x12 1 TextBitmap, TextBitmap_u

0x13

ColorDepth 1 Value from TDisplayMode, optional

ImageMIMEType length 1 ImageMIMEType length

ImageMIMEType variable Registred image MIME type as 8-bit
encoded text, optional

TextLength 1 Text length in characters

Text variable Text either encoded as 8-bit text or as
UCS-2 for Unicode variant command

TypefaceNameLength 1 Typeface name length.

TypefaceName variable Typeface name either encoded as 8-bit text
or as UCS-2 for Unicode variant command

FontHeight 2 Font height in pixels as unsigned little-
endian 16bit integer

FontStyle 1 Font style as combination of font attributes
(see Table 8)

Font color 4 Color in the 0XOOBBGGRR form as
unsigned little-endian 32bit integer

Background color 4 Color in the OXOOBBGGRR form as

unsigned little-endian 32bit integer
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Return
Field Value Size(bytes) Description
Image variable Data of the returned image.

4.4.45 Full screen capture in series

The command captures series of screenshots of the whole screen. By default,
image is sent in uncompressed bitmap format. Another format can be
ImageMIMEType parameter by its MIME type (e.g.
Ai mage/ gi f o,
byte, it is treated as a MIME type, otherwise if a message
contains only one byte, the default format is used. List of full paths to

specified in the
Ai mage/ pngo,
the ColorDepth

screenshot images is returned in the response.

Syntax
Field Value Size(bytes) Description
Command 0x21 1 ScreenSeries, ScreenZipSeries
0x23
Duration 4 Time to take sreenshots in microseconds
Interval 4 Time in between shots in mircoseconds.
Encoding time is not included in this.
ColorDepth 1 Value from TDisplayMode, optional
ImageMIMEType variable Registered image MIME type as 8-bit
encoded text, optional
Return
Field Value Size(bytes) Description
PathNameLenght 1 Length of PathName in bytes
PathName Variable Full path to screenshot file as 8-bit text

4.4.4.6 Screen region capture in series

The command captures series of screenshots of the specified region of the
screen. By default, image is sent in uncompressed format. Another format
can be specified in the ImageMIMEType parameter by its MIME type (e.g.
Aii mage/ gi f o,

Ai mage/ pngo,
the Bottom right y coordinate

of full paths to screenshot images is returned in the response.

Syntax

Field Value Size(bytes) Description

Command 0x22 1 ScreenRegionSeries,
0x24 ScreenRegionZipSeries
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Duration 4 Time to take sreenshots in microseconds

Interval 4 Time in between shots. Encoding time is
not included in this.

ColorDepth 1 Value from TDisplayMode, optional

Top left x coordinate 2 Top left corner of the region (inclusive) as
little endian unsigned 16-bit integer

Top left y coordinate 2 é

Bottom right x coordinate 2 Bottom right corner of the region
(exclusive) as little endian unsigned 16-bit
integer

Bottom right y coordinate 2 é

ImageMIMEType variable Registered image MIME type as 8-bit
encoded text, optional

Return

Field Value Size(bytes) Description

PathNameLength 1 Length of PathName in bytes

PathName Variable Full path to screenshot file as 8-bit text

4.4.4.7 Select screen

This command can be used to change the screen where the screenshot
commands are targeted. This command is only applicable if the device has
more than one screen.

Syntax

Field Value Size(bytes) Description

Command 0x30 1 SelectScreen

Screen number 1 The index number of the screen to use.
Usually the main display is 0 and cover Ul
display is 1.

Return

Byte 0x30 (the command code) if OK, otherwise an error message.

4.4.4.8 Screen mode

This command can be used to query the attributes of the currently selected
screen. If there is more than one screen in the device, the attributes of other
screens can be queried by first changing the currently selected screen with
the Select Screen command.
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syntax TP

Field Value | Size(bytes) | Description EEBEILNE
TERMINAL
Command 0x3A 1 ScreenMode PLATFORM

Return

Field Value Size(bytes) Description

This screen number 1 The index number of the screen whose
attributes are returned.

Screen width 2 The width of the screen in pixels as little
endian unsigned 16-bit integer.

Screen height 2 The height of the screen in pixels as little
endian unsigned 16-bit integer.

Screen rotation 1 The rotation of the screen. 0 = normal, 1 =
90°, 2 = 180°, 3 =270°

Display mode 1 The display mode of the screen. Value
from TDisplayMode (see Table 7).

Focus screen number 1 The index number of the screen that
currently has focus.
Note that this can be different than the
currently selected screen.

4.4.4.9 Full screen delta capture

This command captures only the changed part of the screen. The current
screen i s compar ed to the screen saved
Rectangle coordinates of the changed region and corresponding part of the

screen is returned in the response.

The whole screen and coordinates for maximum sized rectangle are returned
if the previously saved image:

- does not exist
- its display mode does not match the current screen
- its size is different than the current screen

If the previous image is exactly the same as current image then the rectangle
coordinates are set to zero and no image is returned.

Syntax

Field Value Size(bytes) | Description

Command 0x81 1 ScreenDelta, Screen DeltaZip
0x83

ColorDepth 1 Value from TDisplayMode, optional

ImageMIMEType variable Registered image MIME type as 8-bit
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encoded text, optional

TP

OPEN
Return MOBILE
TERMINAL

Field Value Size(bytes) Description PLATFORM
Top left x coordinate 2 Top left corner of the region (inclusive) as

little-endian unsigned 16-bit integer
Top left y coordinate 2 é
Bottom right x coordinate 2 Bottom right corner of the region

(exclusive) as little-endian unsigned 16-bit

integer
Bottom right y coordinate 2 é
Image variable Data of the returned image. Optional
4.4.4.10 Screen region delta capture
Functions ke the OFull screen delta ¢
coordinates are relative to the given region.
Syntax
Field Value Size(bytes) Description
Command 0x82 1 ScreenDeltaRegion,

0x84 ScreenDelta RegionZip

Top left x coordinate 2 Top left corner of the region (inclusive) as

little-endian unsigned 16-bit integer
Top left y coordinate 2 é
Bottom right x coordinate 2 Bottom right corner of the region (exclusive)

as little-endian unsigned 16-bit integer
Bottom right y coordinate 2 é
ColorDepth 1 Value from TDisplayMode, optional
ImageMIMEType variable Registered image MIME type as 8-bit

encoded text
Return
Field Value Size(bytes) Description
Top left x coordinate 2 Top left corner of the region (inclusive) as

little-endian unsigned 16-bit integer
Top left y coordinate 2 é
Bottom right x coordinate 2 Bottom right corner of the region

(exclusive) as little-endian unsigned 16-bit

integer
Bottom right y coordinate 2 é
Image variable Data of the returned image. Optional
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44411

Screen delta reset

This command resets the delta screen capture so that the next call to delta
capture returns the full screen (or region if using region delta capture) as if it
would be the first call to delta capture.

Syntax

Field Value Size(bytes) Description

Command 0x85 1 DeltaReset

Return

Field Value Size(bytes) Description

Command 0x85 1 Delta reset command processed ok.

4.45 APPLICATION CONTROL SERVICE

This service allows start and stop applications and programs (exe) identified
either by name or UID. The plug-in support the following set of commands:

Table 11: Application control commands

CommandName CommandCode
StartProcess 0x02
StartProcess_u 0x03
StatusProcess 0x04
StatusProcess_u 0x05
StatusProcessld 0x06
StopProcess 0x08
StopProcess_u 0x09
StopProcessld Ox0A
ListProcesses 0x0C
ListProcesses_u 0x0D
StartProcessRetVal OxOE
StartProcessRetVal_u 0x07
GetProcessExitCode 0x0B
StartApp 0x10
StartApp_u Ox11
StartAppUid 0x12
StartAppUid_u 0x13
StartDoc 0x14
StartDoc_u 0x15
StatusApp 0x16
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StatusApp_u 0x17
StatusDoc 0x18
StatusDoc_u 0x19
StatusAppUid Ox1A
StopApp 0x1C
StopApp_u 0x1D
StopDoc Ox1E
StopDoc_u Ox1F
StopAppUid 0x20
ListApps 0x24
ListApps_u 0x25
Install 0x30
Install_u 0x31
Unlnstall 0x32

Note that the first bit is used to indicate unicode variant.

Table 12: Application control response codes

ResponseName ResponseCode
Ok OxFO
NotFound OxF1
AlreadyRunning OxF2
AlreadyStopped OxF3
Running OxF4
Killed 0xF5
Panic OxF6

String parameters for all commands specified as string length byte with string
content bytes following. String length is specified in characters.

4.4.5.1 Start process

Start process defined by exe file name. If an exe file located in standard
system folder, e.g. c:\system\programs, than only file name can be specified.
If an exe file located in some separate folder, full path should be used with the
file name.
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Syntax

Field Value Size(bytes) Description

Command 0x02 1 StartProcess, StartProcess_u

0x03

ProgramNameLength 1 Program name length in characters

ProgramName variable Program full name either encoded as 8-bit
text or as UCS-2 for Unicode variant
command

CommandLineArgumentLength 1 Command line argument string length in
characters

CommandLineArgument variable Command line argument string either

encoded as 8-bit text or as UCS-2 for
Unicode variant command

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound
OxF1
Processld 4 Process id as unsigned little-endian 32bit
integer for Ok command

4.4.5.2 Stop process

Stop process defined by a match pattern that can identify a process.

Syntax
Field Value Size(bytes) Description
Command 0x08 1 StopProcess, StopProcess _u

0x09
ProcessNameLength 1 Process name length in characters
ProcessName variable Math pattern either encoded as 8-bit text or

as UCS-2 for Unicode variant command

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) | Description
Command OxFO 1 Ok, NotFound
OxF1
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4.4.5.3 Stop process by id

Stop process using the process id returned during process start.

Syntax

Field Value Size(bytes) Description

Command O0x0A 1 StopProcessid

Processld 4 _Process Id as unsigned little-endian 32bit
integer

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description
Command 0xFO 1 Ok, NotFound
OxF1

4.4.5.4 Get process status

Check the status of a process defined by a match pattern.

Syntax
Field Value Size(bytes) Description
Command 0x04 1 StatusProcess, StatusProcess _u

0x05
ProcessNameLength 1 Process name length in characters
ProcessName variable Math pattern either encoded as 8-bit text or

as UCS-2 for Unicode variant command

Return

NotFound, Running or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxF1 1 NotFound or Running
OxF4

4.45.5 Get process status by id

Check the status of a process using the process id returned during process

start.

Syntax

Field Value Size(bytes) | Description

Command 0x06 1 StatusProcessld

Processid 4 _Process Id as unsigned little-endian 32bit
integer
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Return

NotFound, Running or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxF1 1 NotFound or Running
OxF4

4.4.5.6 Start application by name

Start an application defined by its name. Optional DocumentName parameter
can be specified to pass it to the application started. The ApplicationName
parameter can be a full path to the application file (including drive letter) or
just the application filename (with or without the file extension).

If the application that is being started is already running, it will be brought to

the foreground.

Syntax

Field Value Size(bytes) Description

Command 0x10 1 StartApp, StartApp_u

O0x11

ApplicationNameLength 1 Application name length in characters

ApplicationName variable Application name either encoded as 8-bit
text or as UCS-2 for Unicode variant
command

DocumentNameLength 1 Document name length in characters

DocumentName variable Document full name (including drive letter
and path) either encoded as 8-bit text or as
UCS-2 for Unicode variant command

Return

Ok, NotFound, AlreadyRunning or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound, AlreadyRunning
OxF1
OxF2
Threadld 4 Applicationds main t
little-endian 32bit integer for Ok command

4.4.5.7 Start application by UID

Start an application defined by its UID. Optional DocumentName parameter
can be specified to pass it to the application started.

If the application that is being started is already running, it will be brought to

the foreground.
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Syntax

Field Value Size(bytes) Description

Command 0x12 1 StartAppUid, StartAppUid_u

0x13

ApplicationUid 4 Application UID as signed little-endian
32bit integer

DocumentNameLength 1 Document name length in characters

DocumentName variable Document full name (including drive letter
and path) either encoded as 8-bit text or as
UCS-2 for Unicode variant command

Return

Ok, NotFound, AlreadyRunning or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound, AlreadyRunning
OxF1
OxF2
Threadld 4 Applicationds main t
little-endian 32bit integer for Ok command

4.45.8 Start document

Start an application to open specified document.

Syntax

Field Value Size(bytes) Description

Command 0x14 1 StartDoc, StartDoc_u

0x15

DocumentNameLength 1 Document name length in characters

DocumentName variable Document full name either encoded as 8-
bit text or as UCS-2 for Unicode variant
command

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound
OxF1
Threadld 4 App !l i c aainithveaddicsas mmsigned
little-endian 32bit integer for Ok command

4.45.9 Get application status by application name

Check the status of an application.
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The ApplicationName

parameter can be the application caption, full path to

the application file (including drive letter) or just the application filename (with
or without the file extension).
Syntax
Field Value Size(bytes) Description
Command 0x16 1 StatusApp, StatusApp_u
0x17
ApplicationNameLength 1 Application name length in characters
ApplicationName variable Application name either encoded as 8-hit
text or as UCS-2 for Unicode variant
command

Return

NotFound, Running or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxF1 1 NotFound, Running
OxF4
4.45.10 Get application status document name
Check the status of application handling specified document.
Syntax
Field Value Size(bytes) Description
Command 0x18 1 StatusDoc, StatusDoc_u
0x19
DocumentNameLength 1 Document name length in characters
DocumentName variable Document name either encoded as 8-bit
text or as UCS-2 for Unicode variant
command
Return

NotFound, Running or error message (see 4.3.3)

Field Value Size(bytes) Description

Command OxF1 1 NotFound, Running
OxF4

44511 Get application status by UID

Check the status of application defined by its UID.

Syntax

Field Value Size(bytes) | Description

Command Ox1A 1 StatusAppUid
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ApplicationUid

Application UID as signed little-endian
32bit integer

Return

NotFound, Running or error message (see 4.3.3)

Field Value Size(bytes) Description

Command OxF1 1 NotFound, Running
OxF4

4.45.12 Stop application by application name

Stop application defined by the Applica tionName parameter.

The ApplicationName

parameter can be the application caption, full path to

the application file (including drive letter) or just the application filename (with
or without the file extension).

Syntax
Field Value Size(bytes) Description
Command 0x1C 1 StopApp, StopApp_u
0x1D
ApplicationNameLength 1 Application name length in characters
ApplicationName variable Application name either encoded as 8-bit
text or as UCS-2 for Unicode variant
command

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound
OxF1
4.45.13 Stop application by document name
Stop application handling specified document.
Syntax
Field Value Size(bytes) Description
Command Ox1E 1 StopDoc, StopDoc_u
Ox1F
DocumentNameLength 1 Document name length in characters
DocumentName variable Document name either encoded as 8-bit
text or as UCS-2 for Unicode variant
command
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Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description

Command OxFO 1 Ok, NotFound
OxF1

4.4.5.14 Stop application by UID
Stop application defined by its UID.

Syntax

Field Value Size(bytes) Description

Command 0x20 1 StopAppUid

ApplicationUid 4 Application UID as signed little-endian
32bit integer

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description
Command 0xFO 1 Ok, NotFound
OxF1

4.45.15 List running applications
List the applications currently running.

Syntax
Field Value Size(bytes) Description
Command 0x24 1 ListApps, ListApps_u
0x25
IncludeHidden 0x00, 1 Whether the response should contain
0x01 applications marked as hidden.
IncludeSystem 0x00, 1 Whether the response should contain
0x01 applications marked as system
applications.
Return
Ok or error message (see 4.3.3)
Field Value Size(bytes) Description
Command O0xFO 1 Ok
NumberOfApps 2 The number of applications contained in
the following list. Encoded as little-endian
unsigned 16bit integer.
AppUID 4 Application UID as unsigned little-endian
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32bit integer.

CaptionNameLength 1 Length of the application caption in
characters.
CaptionName variable The application caption. Encoded either as

8-bit or 16-bit text depending on the
command variant used.

DocumentNameLength 1 Length of the document name in
characters.
DocumentName variable The name of the document that the

application is currently handling. Encoded
either as 8-bit or 16-bit text depending on
the command variant used.

Hidden 0x00, 1 Flag indicating is the application marked as
0x01 hidden.

System 0x00, 1 Flag indicating is the application marked as
0x01 system application.

Ready 0x00, 1 Flag indicating is the application ready.
0x01

Busy 0x00, 1 Flag indicating is the application busy.
0x01

Closable 0x00, 1 Flag indicating is the application
0x01 responding to shutdown events.

The AppUid, CaptionNameLength, CaptionName, DocumentNameLength,
DocumentName, Hidden, System, Ready, Busy and Closable fields are
repeated for each application returned by the list command. If there are no
applications found, the NumberOfApps is defined as zero

4.45.16 List processes
List processes. An optional search pattern may be given.

Syntax

Field Value Size(bytes) Description

Command oxoC 1 ListProcesses,

0x0D ListProcesses_u

MatchPatternLength 1 The match pattern length in characters.

MatchPattern Variable The match pattern for the listed processes
either encoded as 8-bit text or as UCS-2
for Unicode variant command.
This parameter is optional. All available
processes are listed, if this parameter is
omitted.

Return

Ok or error message (see 4.3.3)
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Field Value Size(bytes) Description
Command O0xFO 1 Ok
NumberOfProcesses 2 The number of listed processes as little-
endian unsigned 16bit integer.
Processld 4 Process id as unsigned little-endian 32bit
integer.
Status OxF4 1 Running
OxF5 Killed
OxF6 Panic
ProcessNameLength 1 The process name length in characters.
ProcessName Variable The process name encoded as 8-bit text.

The Processld, Status, ProcessNamelLength and ProcessName fields are
repeated for each process returned by list command. If there are no
processes found by the defined match pattern, the NumberOfProcesses is
defined as zero.

4.45.17 Start process for exit code

Starts a process and stores its process handle for process exit code queries
with GetProcessExitCode command.

Syntax

Field Value Size(bytes) Description

Command O0x0E 1 StartProcessRetVal,

0x07 StartProcessRetVal_u

ProgramNameLength 1 Program name length in characters

ProgramName Variable Program full name either encoded as 8-bit
text or as UCS-2 for Unicode variant
command

CommandLineArgumentLength 1 Command line argument string length in
characters

CommandLineArgument Variable Command line argument string either
encoded as 8-bit text or as UCS-2 for
Unicode variant command

Return

Ok, NotFound or error message (see 4.3.3).

Field Value Size(bytes) Description
Command OxFO 1 Ok, NotFound
OxF1
Processld 4 Process id as unsigned little-endian 32bit
integer for Ok command
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4.45.18 Get process exit code

Gets the status and exit code of the process started with StartProcessRetVal

command.

Syntax

Field Value Size(bytes) Description

Command 0x0B 1 GetProcessExitCode

Processld 4 Process Id as unsigned little-endian 32bit
integer

Return

Ok or error message (see 4.3.3)

Field Value Size(bytes) Description

Command OxFO 1 Ok, NotFound

OxF1

ProcessStatus 01 3 1 0 = Killed
1 = Terminated
2 = Panic
3 = Running

ExitReason 4 Exit code or panic code depending on
process status. Zero if process is still
running.

ExitCategoryLength >=0 1 The length of the exit category field

ExitCategory >=0 The name of the category associated with
the end of the process.
If the process has panicked, the category
name is the panic category name, for
example KERN-EXEC.
If the process has ended as a result of a
call to Kill(), then the category name is Kill.
If the process has ended as a result of a
call to Terminate(), then the category name
is Terminate.
If the process is still running, the category
name is empty.

4.45.19 Install software

Install the software from defined installation package according to given

options.

Syntax

Field Value Size(bytes) Description

Command 0x30 1 Install, Install_u

0x31

InstallPackagePathLength >=0 1 Install package path length in characters

InstallPackagePath Variable Install package path either encoded as 8-
bit text or as UCS-2 for Unicode variant
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command

Upgrade 0,1 1 Whether upgrading is allowed

Optionalltems 0,1 1 Whether installation is allowed if the
installation package contains optional items

OCSP 0,1 1 Whether OCSP procedure should be done

IgnoreOCSPWarnings 0,1 1 Whether OCSP warnings are ignored

Untrusted 0,1 1 Whether untrusted packages may be
installed

Packagelnfo 0,1 1 Whether installation is allowed to continue
if package info should be displayed

Capabilities 0,1 1 Whether user capabilities will be granted

KillApp 0,1 1 Whether running applications will be killed
if needed

Overwrite 0,1 1 Whether existing files will be overwritten if
needed

Download 0,1 1 Whether download will be performed, if
needed by installation

DownloadUsernamelLength >=0 1 The username length in characters

DownloadUsername Variable The username to be provided to web page
if needed during download either encoded
as 8-bit text or as UCS-2 for Unicode
variant command

DownloadPasswordLength >=0 1 The password length in characters

DownloadPassword Variable The password to be provided to web page
if needed during download either encoded
as 8-bit text or as UCS-2 for Unicode
variant command

Drive 1 The target drive to install (e.g. C, E).
I character stands for any drive having
enough space

Language 1 The target language according to the
TLanguage enumeration defined in
e32const.h

UsePhonelLanguage 0,1 1 If set to TRUE, the preceding Language
parameter i s i gnefaule d
language is used instead

UpgradeData 0,1 1 Whether the data of the application should
be upgraded as part of the package
upgrade

Return

Ok, NotFound or error message (see 4.3.3)

Field

Value

Size(bytes)

Description

Command

OxFO

1

Ok
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4.45.20 Uninstall software

Uninstall the software with defined UID.

Syntax

Field Value Size(bytes) Description

Command 0x32 1 Uninstall

ApplicationUid 4 Application UID as signed little-endian
32bit integer

KillApp 0,1 1 Whether running applications will be killed
if needed

BreakDependency 0,1 1 Whether it is acceptable to continue
uninstallation if it will cause a dependency
break

MimeType 0é7 1 Mime type of the package to be uninstalled
according to the following enumeration:
0 = Sisx Mime Type,
1 = Sis Mime Type,
2 = Pip Mime Type,
3 = Jad Mime Type,
4 = Jar Mime Type,
5 = Java Mime Type,
6 = Jarx Mime Type
7= Other MIME-Types (*.*)

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description
Command OxFO 1 Ok,
4.45.21 Uninstall software by name

Uninstall software with defined install package name.

Syntax

Field Value Size(bytes) Description

Command 0x33, 1 0x33 = UninstallName_u,

0x34 0x34 = UnlinstallName

PackageNameLength 1 The length of the following name field in
characters.

PackageName Variable Package name either encoded as 8-bit text
or as UCS-2 for Unicode variant command.

KillApp 0,1 1 Whether running applications will be killed
if needed.

BreakDependency 0,1 1 Whether it is acceptable to continue
uninstallation if it will cause a dependency
break.

MimeType 0eév7 1 Mime type of the package to be uninstalled
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according to the following enumeration: I I

0 = Sisx Mime Type, OPEN
1 = Sis Mime Type, Qgglgll“l:\EL
2 = Pip Mime Type, PLATFORM

3 = Jad Mime Type,
4 = Jar Mime Type,
5 = Java Mime Type,
6 = Jarx Mime Type

7= Other MIME-Types (*.*)

Return

Ok, NotFound or error message (see 4.3.3)

Field Value Size(bytes) Description

Command OxFO 1 Ok

4.4.6 FTP service (FTP)

The FTP service provides functions to remotely manage phone files. It
includes files sending/retrieving/deleting, and directory
listing/creating/deleting. The FTP service plugin uses the Priorityflag (see
Table 1) to organise control and data channels. Data channel (messages with
normal priority) is used for actual file transfer and control channel (higher
priority message) used for requests. In reply to any command except
CANCEL (see chapter 0), an error message (see 4.3.3) with plug-in error
code -16 can be sent. It happens when the FTP service is currently
transferring file and is not able to process another command.

The following tables [|ist al | supported c
variant command that accepts or reply with directory and file names in
Unicode.

Table 13: FTP commands

CommandName CommandCode
FtpSTOR 0x02
FtpSTOR_u 0x03
FtpRETR 0x04
FtpRETR_u 0x05
FtpLIST 0x06
FtpLIST _u 0x07
FtpMKD 0x08
FtpMKD_u 0x09
FtpRMD OX0A
FtpRMD_u 0x0B
FtpDELE 0x0C
FtpDELE_u 0x0D
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FtpCANCEL OXOE
FtpFILESIZE OXOF
FtpLISTDIR 0x10
FtpLISTDIR u ox11
FtpLISTSIZES ox12
FtpLl STSIZES u 0x13
FtpSETFORCE 0x20
FtpCHECKSUM 0x30
FtpCHECKSUM_u 0x31
FtpOK OXFO

For OK response, message body contains only FtpOK command code.

4.4.6.1 Upload file

Copy file to a phone. After the request command is sent, framework will reply
with an error message if the file can not be accepted or FtpOK if it is accepted.
If FtpOk message sent, HtiFramework expects file data in messages in the
data channel. Data transfer can be cancelled by sending the CANCEL
command (see chapter 0). When all data are received, FtpOk is send back

again.

Note: Uploading files to TCB directories (/sys and /resource) requires HTI to
have TCB capability. If you have a production device and a developer
certificate that does not allow TCB capability then the only way to get files to
TCB folders is to create a signed SIS package of the files and put it through
the installer. For automatic SIS install, you can use the Install command of the
HTI application service.

Syntax
Field Value Size(bytes) Description
Command 0x02 1 FtpSTOR, FtpSTOR_u
0x03
FileSize 4 File size as little-endian 32bit integer
FileNameLength 1 FileName length in characters
FileName Variable File name either encoded as 8-bit text or as
UCS-2 for Unicode variant command
Return

FtpOK or error message (see 4.3.3)
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4.4.6.2 Download file

Retrieve a file from phone. In response to the RETR command, FTP service
will send control message FILESIZE that specifies the size of the file to be
transferred. After this, file data are sent in the data channel. Data transfer can
be canceled by sending the CANCEL command (see chapter 0).

Syntax
Field Value Size(bytes) Description
Command 0x04 1 FtpRETR, FIpRETR_u
0x05
FileNameLength 1 FileName length in characters
FileName Variable File name either encoded as 8-bit text or as
UCS-2 for Unicode variant command
Return
Field Value Size(bytes) Description
Command OXOF 1 FtpFILESIZE
FileSize 4 File size as little-endian 32bit integer

4.4.6.3 Cancel file transfer
This command is used to cancel current data transfer.

Syntax
Field Value Size(bytes) Description
Command OxOE 1 FtpCANCEL
Return

FtpOK or error message (see 4.3.3)

4.4.6.4 List files

Returns the list of files located inside a specified directory. The response
contains the list of files where each file name is represented by file name
length in the first byte with the file name following.

Syntax
Field Value Size(bytes) | Description
Command 0x06 1 FtpLIST, FtpLIST _u
0x07
DirectoryNameLength 1 DirectoryName length in characters
DirectoryName Variable Directory name either encoded as 8-bit text
or as UCS-2 for Unicode variant command
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Return

The file list or error message (see 4.3.3)

Field Value Size(bytes) Description

FileNameLength 1 FileName length in characters

FileName Variable File name either encoded as 8-bit text or as
UCS-2 for Unicode variant command

4.4.6.5 List directories

Returns the list of directories located inside a specified directory. The
response contains the list of directories where each directory name is
represented by name length in the first byte with the directory name following.

Syntax
Field Value Size(bytes) Description
Command 0x10 1 FtpLISTDIR, FtpLISTDIR_u
0x11

DirectoryNameLength 1 DirectoryName length in characters
DirectoryName Variable Directory name either encoded as 8-bit text

or as UCS-2 for Unicode variant command
Return

The directory list or error message (see 4.3.3)

Field Value Size(bytes) Description

DirNameLength 1 DirName length in characters

DirName Variable Directory name either encoded as 8-bit text
or as UCS-2 for Unicode variant command

4.4.6.6 List files with sizes

Returns the list of files located inside a specified directory. The response
contains the list of files. Each file entry consists of file name length byte, the
file name string and the size of the file in bytes.

Syntax
Field Value Size(bytes) | Description
Command 0x12 1 FtpLISTSIZES, FtpLISTSIZES u
0x13
DirectoryNameLength 1 DirectoryName length in characters
DirectoryName Variable Directory name either encoded as 8-bit text
or as UCS-2 for Unicode variant command
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Return

The file list or error message (see 4.3.3)

Field Value Size(bytes) Description

FileNameLength 1 FileName length in characters

FileName Variable File name either encoded as 8-bit text or as
UCS-2 for Unicode variant command

FileSize 4 _File size as little-endian 32bit unsigned
integer

4.4.6.7 Create directory

Creates specified directory.

Syntax

Field Value Size(bytes) Description

Command 0x08 1 FtpMKD, FtpMKD_u

0x09
DirectoryNamelLength 1 DirectoryName length in characters
DirectoryName Variable Directory name either encoded as 8-bit text

or as UCS-2 for Unicode variant command

Return

FtpOK or error message (see 4.3.3)

4.4.6.8 Delete directory

Deletes specified directory.
Syntax

Field Value Size(bytes) Description
Command Ox0A 1 FtpRMD, FtpRMD_u
0x0B
DirectoryNameLength 1 DirectoryName length in characters
DirectoryName Variable Directory name either encoded as 8-bit text

or as UCS-2 for Unicode variant command

Return

FtpOK or error message (see 4.3.3)

4.4.6.9 Delete file
Deletes specified file.
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Syntax
Field Value Size(bytes) Description
Command 0x0C 1 FtpDELE, FtpDELE_u
0x0D
FileNameLength 1 FileName length in characters
FileName Variable File name either encoded as 8-bit text or as
UCS-2 for Unicode variant command
Return

FtpOK or error message (see 4.3.3)

4.4.6.10 Set forced operations
Sets forced file operations on or off.

This functionality can be used if there is a need to download, delete or
overwrite a file that is locked by some system application and cannot be
accessed. When forced operations is set on, FtpRETR, FtpSTOR and
FtpDELE commands will try the forced operation on the file if it otherwise fails.

In practice the forced operation means faking a backup/restore operation,
which will shutdown GUI applications and make the system applications to
release the file locks on the system files.

Note: that this is quite heavy operation and changes the state of device and
applications, so this should be used only if absolutely necessary.

Syntax

Field Value Size(bytes) Description

Command 0x20 1 FtpSETFORCE

State 0,1 1 Sets the state of forced file operations. 0 =
forced operations off, 1 = forced operations
on

Return

FtpOK or error message (see 4.3.3)

446.11 File checksum

Calculate a checksum for a file. This can be used for example to compare
equality of files or verifying the integrity of a file after file transfer operations.

The following table lists the currently supported algorithms, their ID numbers
(ID to be used in the command message) and the length of the calculated
checksum.

Algorithm Algorithmid ChecksumLength

MD5 0x01 16 bytes
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Syntax

Field Value Size(bytes) Description

Command 0x30 1 FtpCHECKSUM, FtpCHECKSUM _u

0x31

Algorithmld 0x01 1 The ID number of algorithm to use in
checksum calculation

FileNameLength 1 FileName length in characters

FileName Variable File name either encoded as 8-bit text or as
UCS-2 for Unicode variant command

Return

The calculated checksum bytes (see length from the supported algorithms
table above) or error message (see 4.3.3)

4.4.6.12
Formats a drive (memory card).

Format

Will not format the drive if HTI client is running from that drive.

Syntax

Field Value Size(bytes) Description

Command 0x40 1 FtpFORMAT

Drive 1 The ASCII character code of the drive letter
representing the drive to be formatted. For
example 0x45 for drive E.

Mode 0x00, 1 The format mode: 0 = full format, 1 = quick

0x01 format
Return

FtpOK or error message (see 4.3.3)

4.4.7 SYSINFO SERVICE

This service allows to retrieve different information about the phone and to
control memory, lights and some system settings.

The following commands are supported:

Table 14: Sysinfo commands

CommandName CommandCode
HAL 0x01
IMEI 0x02
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SWVersion 0x03
LangVersion 0x04
SWLangVersion 0x05
UserAgentString 0x06
GetFreeRAM 0x07
GetUsedRAM 0x08
GetTotalRAM 0x09
EatRAM O0x0A
ReleaseRAM 0x0B
GetFreeDiskSpace 0x0C
GetUsedDiskSpace 0x0D
GetTotalDiskSpace Ox0E
EatDiskSpace OxOF
ReleaseDiskSpace 0x10
SetHomeTime 0x20
GetHomeTime 0x21
Light Status 0x30
LightOn 0x31
LightOff 0x32
LightBlink 0x33
LightRelease 0x3A
ScreenSaverDisable 0x40
ScreenSaverEnable 0ox41
ScreenSaverTimeout 0x42
GetNetworkMode 0x50
SetNetworkMode 0x51
SetNetworkModeNoReboot 0x52
SetHsdpa 0x53
IrActivate O0x5A
BtPower 0x5B
BtSettings 0x5C
KeyLockToggle 0x60
AutoKeyGuardTime 0x61
EmptyDrmRightsDb 0x65
BatteryStatus 0x70
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4.4.7.1 HAL

This command accepts a 32bit integer argument corresponding to
HALData:: TAttribute enumeration. The return value is a 32bit integer value,
which depends on the argument.

Syntax

Field Value Size(bytes) Description

Command 0x01 1 HAL

AttributeValue 4 Value fror_n HALData:: TAttribute
enumeration

Return

Response code as 32-bit little-endian integer or error message (see 4.3.3)

4.4.7.2 IMEI

Returns IMEI code as a 8-bit encoded string.

Syntax

Field Value Size(bytes) Description
Command 0x02 1 IMEI
Return

IMEI as 8-bit string or error message (see 4.3.3)

4.4.7.3 SWVersion
Returns SW version as Unicode UCS-2 encoded string.

Syntax

Field Value Size(bytes) Description
Command 0x03 1 SWVersion
Return

SWVersion as Unicode UCS-2 string or error message (see 4.3.3)

4.4.7.4 LangVersion

Returns the version of the currently installed language package as Unicode
UCS-2 encoded string.
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Syntax
Field Value Size(bytes) Description
Command 0x04 1 LangVersion
Return

LangVersion as Unicode UCS-2 string or error message (see 4.3.3)

4.4.7.5 SWLangVersion

Returns the SW version with which the currently installed Language package
is compatible with as Unicode UCS-2 encoded string.

Syntax

Field Value Size(bytes) Description
Command 0x05 1 SWLangVersion
Return

SWLangVersion as Unicode UCS-2 string or error message (see 4.3.3)

4.4.7.6 UserAgentString

Returns the device specific user agent string (used e.g. in HTTP headers) as
8-bit encoded string.

Syntax

Field Value Size(bytes) Description
Command 0x06 1 UserAgentString
Return

UserAgentString as 8-bit string or error message (see 4.3.3)

4.4.7.7 GetFreeRAM
Return the amount of free RAM.

Syntax

Field Value Size(bytes) Description
Command 0x07 1 GetFreeRAM
Return

The amount of free RAM as 32-bit little-endian integer or error message (see
4.3.3)
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4.4.7.8 GetUsedRAM

Return the amount of used RAM.

Syntax

Field Value Size(bytes) Description
Command 0x08 1 GetUsedRAM
Return

The amount of used RAM as 32-bit little-endian integer or error message (see
4.3.3)

4479 GetTotalRAM
Return the amount of total RAM.

Syntax

Field Value Size(bytes) Description
Command 0x09 1 GetT otalRAM
Return

The amount of total RAM as 32-bit little-endian integer or error message (see
4.3.3)

4.4.7.10 EatRAM
Eat memory so that the amount of free RAM is set to defined level.

Note: The maximum amount of RAM that HTI can reserve is by default
1048576 bytes (one megabyte). The
configuration file can be increased to allow HTI consume more memory.

Syntax

Field Value Size(bytes) Description

Command Ox0A 1 EatRAM

RAMToBeLeftOver 4 The amount of RAM to be left over as 32-
bit little-endian integer

Return

The amount of free RAM after it has been eaten as 32-bit little-endian integer
or error message (see 4.3.3)

4.4.7.11 ReleaseRAM
Release the previously eaten RAM.
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